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Folder API

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.

Identifier (id) vs unique identifier (uid)

The identifier (id) of a folder is an auto-incrementing numeric value and is only unique per
Grafana install.

The unique identifier (uid) of a folder can be used for uniquely identify folders between
multiple Grafana installs. It’s automatically generated if not provided when creating a
folder. The uid allows having consistent URLs for accessing folders and when syncing
folders between multiple Grafana installs. This means that changing the title of a folder
will not break any bookmarked links to that folder.

The uid can have a maximum length of 40 characters.

Get all folders

GET /api/folders

Returns all folders that the authenticated user has permission to view. You can control the
maximum number of folders returned through the limit  query parameter, the default is
1000. You can also pass the page  query parameter for fetching folders from a page other
than the first one.

Folder HTTP API
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If nested folders are enabled, the operation expects an additional optional query
parameter parentUid  with the parent folder UID, and returns the immediate subfolders that
the authenticated user has permission to view. If the parameter is not supplied, then the
operation returns immediate subfolders under the root that the authenticated user has
permission to view.

Required permissions

See note in the introduction for an explanation.

Action Scope

folders:read folders:*

Example Request:

Example Response:

Copy

Copy

GET /api/folders?limit=10 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

  {

    "id":1,

    "uid": "nErXDvCkzz",

    "title": "Department ABC"

  },

  {

    "id":2,

    "uid": "k3S1cklGk",

    "title": "Department RND"

http

http

 



Get folder by uid

GET /api/folders/:uid

Will return the folder given the folder uid.

Required permissions

See note in the introduction for an explanation.

Action Scope

folders:read folders:*

Example Request:

Example Response:

Copy

Copy

  }

]

GET /api/folders/nErXDvCkzzh HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "uid": "nErXDvCkzz",

  "title": "Department ABC",

  "url": "/dashboards/f/nErXDvCkzz/department-abc",

  "hasAcl": false,

  "canSave": true,

  "canEdit": true,

http
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If nested folders are enabled, and the folder is nested (lives under another folder), then
the response additionally contains:

parentUid - The parent folder UID.

parents - An array with the whole tree hierarchy, starting from the root going down up
to the parent folder.

Status Codes:

200 – Found

401 – Unauthorized

403 – Access Denied

404 – Folder not found

Create folder

POST /api/folders

Creates a new folder.

Required permissions

See note in the introduction for an explanation.

folders:create  allows creating folders in the root level. To create a subfolder, folders:write
scoped to the parent folder is required in addition to folders:create .

Action Scope

folders:create n/a

folders:write folders:*

Example Request:

Copy

  "canAdmin": true,

  "createdBy": "admin",

  "created": "2018-01-31T17:43:12+01:00",

  "updatedBy": "admin",

  "updated": "2018-01-31T17:43:12+01:00",

  "version": 1

}

http

 



JSON Body schema:

uid – Optional unique identifier.

title – The title of the folder.

parentUid - Optional field, the unique identifier of the parent folder under which the
folder should be created. Requires nested folders to be enabled.

Example Response:

Copy

POST /api/folders HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "uid": "nErXDvCkzz",

  "title": "Department ABC",

  "parentUid": "fgnj5e52gel76g"

}

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "uid": "nErXDvCkzz",

  "title": "Department ABC",

  "url": "/dashboards/f/nErXDvCkzz/department-abc",

  "hasAcl": false,

  "canSave": true,

  "canEdit": true,

  "canAdmin": true,

  "createdBy": "admin",

  "created": "2018-01-31T17:43:12+01:00",

  "updatedBy": "admin",

  "updated": "2018-01-31T17:43:12+01:00",

  "version": 1

}

http

 



If nested folders are enabled, and the folder is nested (lives under another folder) then
the response additionally contains:

parentUid - the parent folder UID.

parents - an array with the whole tree hierarchy starting from the root going down up
to the parent folder.

Status Codes:

200 – Created

400 – Errors (invalid json, missing or invalid fields, etc)

401 – Unauthorized

403 – Access Denied

409 - Folder already exists

Update folder

PUT /api/folders/:uid

Updates an existing folder identified by uid.

Required permissions

See note in the introduction for an explanation.

Action Scope

folders:write folders:*

Example Request:

Copy

PUT /api/folders/nErXDvCkzz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "title":"Department DEF",

http

 



JSON Body schema:

title – The title of the folder.

version – Provide the current version to be able to update the folder. Not needed if
overwrite=true .

overwrite – Set to true if you want to overwrite existing folder with newer version.

Example Response:

If nested folders are enabled, and the folder is nested (lives under another folder) then
the response additionally contains:

parentUid - the parent folder UID.

parents - an array with the whole tree hierarchy starting from the root going down up
to the parent folder.

Status Codes:

200 – Updated

Copy

  "version": 1

}

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "uid": "nErXDvCkzz",

  "title": "Department DEF",

  "url": "/dashboards/f/nErXDvCkzz/department-def",

  "hasAcl": false,

  "canSave": true,

  "canEdit": true,

  "canAdmin": true,

  "createdBy": "admin",

  "created": "2018-01-31T17:43:12+01:00",

  "updatedBy": "admin",

  "updated": "2018-01-31T17:43:12+01:00",

  "version": 1

}

http

 



400 – Errors (invalid json, missing or invalid fields, etc)

401 – Unauthorized

403 – Access Denied

404 – Folder not found

412 – Precondition failed

The 412 status code is used for explaining that you cannot update the folder and why.
There can be different reasons for this:

The folder has been changed by someone else, status=version-mismatch

The response body will have the following properties:

Delete folder

DELETE /api/folders/:uid

Deletes an existing folder identified by UID along with all dashboards (and their alerts)
stored in the folder. This operation cannot be reverted.

If Grafana Alerting is enabled, you can set an optional query parameter
forceDeleteRules=false  so that requests will fail with 400 (Bad Request) error if the folder
contains any Grafana alerts. However, if this parameter is set to true  then it will delete
any Grafana alerts under this folder.

Required permissions

See note in the introduction for an explanation.

Copy

HTTP/1.1 412 Precondition Failed

Content-Type: application/json; charset=UTF-8

Content-Length: 97

{

  "message": "The folder has been changed by someone else",

  "status": "version-mismatch"

}

http

 

http://localhost:3003/latest/alerting.pdf


Action Scope

folders:delete folders:*

Example Request:

Example Response:

Status Codes:

200 – Deleted

401 – Unauthorized

400 – Bad Request

403 – Access Denied

404 – Folder not found

Get folder by id

GET /api/folders/id/:id

Will return the folder identified by id.

This is deprecated. Use get folder by UID instead.

Required permissions

Copy

Copy

DELETE /api/folders/nErXDvCkzz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "message":"Folder deleted",

  "id": 2

}

http

http

 



See note in the introduction for an explanation.

Action Scope

folders:read folders:*

Example Request:

Example Response:

Status Codes:

Copy

Copy

GET /api/folders/id/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "uid": "nErXDvCkzz",

  "title": "Department ABC",

  "url": "/dashboards/f/nErXDvCkzz/department-abc",

  "hasAcl": false,

  "canSave": true,

  "canEdit": true,

  "canAdmin": true,

  "createdBy": "admin",

  "created": "2018-01-31T17:43:12+01:00",

  "updatedBy": "admin",

  "updated": "2018-01-31T17:43:12+01:00",

  "version": 1

}

http

http

 



200 – Found

401 – Unauthorized

403 – Access Denied

404 – Folder not found

Move folder

POST /api/folders/:uid/move

Moves the folder.

This is relevant only if nested folders are enabled.

Required permissions

See note in the introduction for an explanation.

If moving the folder under another folder:

Action Scope

folders:write folders:uid:<destination folder UID>

If moving the folder under root:

Action Scope

folders:create folders:*

JSON body schema:

parentUid – Optional unique identifier of the new parent folder. If this is empty, then
the folder is moved under the root.

Example Request:

Copy

POST /api/folders/a5393ec3-5568-4e88-8809-b866968ae8a6/move HTTP/1.1

Accept: application/json

Content-Type: application/json

http

 



Example Response:

Status Codes:

200 – Moved

400 – Errors (invalid JSON, missing or invalid fields, and so on)

401 – Unauthorized

403 – Access denied

404 – Not found

Copy

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "parentUid": "d80b18c0-266a-4aa4-ad5d-5537a00cb8e8",

}

HTTP/1.1 200

Content-Type: application/json

{

"id": 4,

"uid": "a5393ec3-5568-4e88-8809-b866968ae8a6",

"title": "just-testing",

"url": "/dashboards/f/a5393ec3-5568-4e88-8809-b866968ae8a6/just-testing",

"hasAcl": false,

"canSave": true,

"canEdit": true,

"canAdmin": true,

"canDelete": true,

"createdBy": "Anonymous",

"created": "2023-04-27T21:55:01.593741+03:00",

"updatedBy": "Anonymous",

"updated": "2023-04-27T21:55:15.747444+03:00",

"parentUid": "d80b18c0-266a-4aa4-ad5d-5537a00cb8e8",

"parents": [

http
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Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Manage folders, data sources, and dashboards using Grafana Operator

Docs

Grafana SLO Folder RBAC

Docs

HTTP API

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:
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Folder Permissions API
This API can be used to update/get the permissions for a folder.

Permissions with folderId=-1  are the default permissions for users with the Viewer and
Editor roles. Permissions can be set for a user, a team or a role (Viewer or Editor).
Permissions cannot be set for Admins - they always have access to everything.

The permission levels for the permission field:

1 = View

2 = Edit

4 = Admin

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.

Get permissions for a folder

GET /api/folders/:uid/permissions

Gets all existing permissions for the folder with the given uid .

Required permissions

See note in the introduction for an explanation.

Folder Permissions HTTP API
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Action Scope

folders.permissions:read folders:*

Example request:

Example Response

Status Codes:

200 - Ok

401 - Unauthorized

403 - Access denied

Copy

Copy

GET /api/folders/nErXDvCkzz/permissions HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

Content-Length: 551

[

  {

    "id": 1,

    "folderId": -1,

    "created": "2017-06-20T02:00:00+02:00",

    "updated": "2017-06-20T02:00:00+02:00",

    "userId": 0,

    "userLogin": "",

    "userEmail": "",

    "teamId": 0,

    "team": "",

    "role": "Viewer",

    "permission": 1,

    "permissionName": "View",

    "uid": "nErXDvCkzz",

http

http

Expand code

 



404 - Folder not found

Update permissions for a folder

POST /api/folders/:uid/permissions

Updates permissions for a folder. This operation will remove existing permissions if
they’re not included in the request.

Required permissions

See note in the introduction for an explanation.

Action Scope

folders.permissions:write folders:*

Example request:

JSON body schema:

Copy

POST /api/folders/nErXDvCkzz/permissions

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "items": [

    {

      "role": "Viewer",

      "permission": 1

    },

    {

      "role": "Editor",

      "permission": 2

    },

    {

      "teamId": 1,

      "permission": 1

    },

    {

http

Expand code

 



items - The permission items to add/update. Items that are omitted from the list will
be removed.

Example response:

Status Codes:

200 - Ok

401 - Unauthorized

403 - Access denied

404 - Dashboard not found

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Copy

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

Content-Length: 35

{"message":"Folder permissions updated","id":1,"title":"Department ABC"}

http
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Roles and permissions

Docs

Create Grafana Cloud API keys

Docs

Folder HTTP API

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Folder/Dashboard Search API

Search folders and dashboards

GET /api/search/

Note: When using Role-based access control, search results will contain only
dashboards and folders which you have access to.

Query parameters:

query – Search Query

tag – List of tags to search for

type – Type to search for, dash-folder  or dash-db

dashboardIds – List of dashboard id’s to search for

dashboardUID - List of dashboard uid’s to search for, It is deprecated since Grafana
v9.1, please use dashboardUIDs instead

dashboardUIDs – List of dashboard uid’s to search for

folderUIDs – List of folder UIDs to search in

starred – Flag indicating if only starred Dashboards should be returned

limit – Limit the number of returned results (max is 5000; default is 1000)

page – Use this parameter to access hits beyond limit. Numbering starts at 1. limit
param acts as page size. Only available in Grafana v6.2+.

Example request for retrieving folders and dashboards at the root level:

Folder/Dashboard Search HTTP API

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
http://localhost:3003/latest/administration/roles-and-permissions/access-control.pdf
https://grafana.com/
https://grafana.com/


Example response for retrieving folders and dashboards at the root level:

Example request searching for dashboards:

Example response searching for dashboards:

Copy

Copy

Copy

GET /api/search?query=&starred=false HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

  {

    "id": 163,

    "uid": "000000163",

    "title": "Folder",

    "url": "/dashboards/f/000000163/folder",

    "type": "dash-folder",

    "tags": [],

    "isStarred": false,

    "uri":"db/folder" // deprecated in Grafana v5.0

  },

  {

    "id":1,

    "uid": "cIBgcSjkk",

    "title":"Production Overview",

    "url": "/d/cIBgcSjkk/production-overview",

GET /api/search?query=Production%20Overview&starred=true&tag=prod HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

http

http

Expand code

http
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Copy

HTTP/1.1 200

Content-Type: application/json

[

  {

    "id":1,

    "uid": "cIBgcSjkk",

    "title":"Production Overview",

    "url": "/d/cIBgcSjkk/production-overview",

    "type":"dash-db",

    "tags":[prod],

    "isStarred":true,

    "folderId": 2,

    "folderUid": "000000163",

    "folderTitle": "Folder",

    "folderUrl": "/dashboards/f/000000163/folder",

    "uri":"db/production-overview" // deprecated in Grafana v5.0

  }

]

http

Expand code
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Docs

Folder HTTP API

Docs

Search dashboards and folders

Docs

Search dashboards and folders

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.
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Building advanced Grafana dashboards

In this webinar, we’ll demo how to build and format Grafana dashboards.
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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User and Org Preferences API
Keys:

theme - One of: light , dark , or an empty string for the default theme

homeDashboardId - The numerical :id  of a favorited dashboard, default: 0

timezone - One of: utc , browser , or an empty string for the default

Omitting a key will cause the current value to be replaced with the system default value.

Get Current User Prefs

GET /api/user/preferences

Example Request:

Example Response:

HTTP Preferences API

Copy

Copy

GET /api/user/preferences HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

http

http

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
https://grafana.com/
https://grafana.com/


Update Current User Prefs

PUT /api/user/preferences

Example Request:

Example Response:

Copy

Copy

{

    "theme": "",

    "homeDashboardId": 217,

    "homeDashboardUID": "jcIIG-07z",

    "timezone": "utc",

    "weekStart": "",

    "navbar": {

        "savedItems": null

    },

    "queryHistory": {

        "homeTab": ""

    }

}

PUT /api/user/preferences HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "theme": "",

  "homeDashboardUID":"home",

  "timezone":"utc"

}

HTTP/1.1 200

Content-Type: text/plain; charset=utf-8

http

http

 



Patch Current User Prefs

Update one or more preferences without modifying the others.

PATCH /api/user/preferences

Example Request:

Example Response:

Get Current Org Prefs

GET /api/org/preferences

Example Request:

Copy

Copy

Copy

{"message":"Preferences updated"}

PATCH /api/user/preferences HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "theme": "dark"

}

HTTP/1.1 200

Content-Type: text/plain; charset=utf-8

{"message":"Preferences updated"}

GET /api/org/preferences HTTP/1.1

Accept: application/json

http

http

http

 



Example Response:

Update Current Org Prefs

PUT /api/org/preferences

Example Request:

Copy

Copy

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

    "theme": "",

    "homeDashboardId": 0,

    "timezone": "",

    "weekStart": "",

    "navbar": {

        "savedItems": null

    },

    "queryHistory": {

        "homeTab": ""

    }

}

PUT /api/org/preferences HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "theme": "",

  "homeDashboardUID":"home",

http

http

 



Example Response:

Patch Current Org Prefs

Update one or more preferences without modifying the others.

PATCH /api/org/preferences

Example Request:

Example Response:

Copy

Copy

Copy

  "timezone":"utc"

}

HTTP/1.1 200

Content-Type: text/plain; charset=utf-8

{"message":"Preferences updated"}

PATCH /api/org/preferences HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "theme": "dark"

}

HTTP/1.1 200

Content-Type: text/plain; charset=utf-8

{"message":"Preferences updated"}

http

http

http
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Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min

Building advanced Grafana dashboards

In this webinar, we’ll demo how to build and format Grafana dashboards.
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Snapshot API

Create new snapshot

POST /api/snapshots

Example Request:

HTTP Snapshot API

Copy

    POST /api/snapshots HTTP/1.1

    Accept: application/json

    Content-Type: application/json

    Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

    {

      "dashboard": {

        "editable":false,

        "nav":[

        {

          "enable":false,

        "type":"timepicker"

        }

        ],

        "rows": [

          {

          }

http

Expand code

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
https://grafana.com/
https://grafana.com/


JSON Body schema:

dashboard – Required. The complete dashboard model.

name – Optional. snapshot name

expires - Optional. When the snapshot should expire in seconds. 3600 is 1 hour,
86400 is 1 day. Default is never to expire.

external - Optional. Save the snapshot on an external server rather than locally.
Default is false .

key - Optional. Define the unique key. Required if external is true .

deleteKey - Optional. Unique key used to delete the snapshot. It is different from the
key so that only the creator can delete the snapshot. Required if external is true .

NOTE

When creating a snapshot using the API, you have to provide the full dashboard
payload including the snapshot data. This endpoint is designed for the Grafana UI.

Example Response:

Keys:

deleteKey – Key generated to delete the snapshot

key – Key generated to share the dashboard

Get list of Snapshots

GET /api/dashboard/snapshots

Query parameters:

Copy

]

    HTTP/1.1 200

    Content-Type: application/json

    {

      "deleteKey":"XXXXXXX",

      "deleteUrl":"myurl/api/snapshots-delete/XXXXXXX",

      "key":"YYYYYYY",

      "url":"myurl/dashboard/snapshot/YYYYYYY",

      "id": 1

    }

http

 



query – Search Query

limit – Limit the number of returned results

Example Request:

Example Response:

Get Snapshot by Key

GET /api/snapshots/:key

Example Request:

Copy

Copy

Copy

GET /api/dashboard/snapshots HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

  {

    "id":8,

    "name":"Home",

    "key":"YYYYYYY",

    "orgId":1,

    "userId":1,

    "external":false,

    "externalUrl":"",

    "expires":"2200-13-32T25:23:23+02:00",

    "created":"2200-13-32T28:24:23+02:00",

    "updated":"2200-13-32T28:24:23+02:00"

  }

]

http

http

http

 



Example Response:

Delete Snapshot by Key

DELETE /api/snapshots/:key

Example Request:

Example Response:

Copy

Copy

GET /api/snapshots/YYYYYYY HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "meta":{

    "isSnapshot":true,

    "type":"snapshot",

    "canSave":false,

    "canEdit":false,

    "canStar":false,

    "slug":"",

    "expires":"2200-13-32T25:23:23+02:00",

    "created":"2200-13-32T28:24:23+02:00"

  },

  "dashboard": {

    "editable":false,

    "nav": [

      {

        "enable":false,

DELETE /api/snapshots/YYYYYYY HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

http

Expand code

http

 



Delete Snapshot by deleteKey

This API call can be used without authentication by using the secret delete key for the
snapshot.

GET /api/snapshots-delete/:deleteKey

Example Request:

Example Response:

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Copy

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{"message":"Snapshot deleted. It might take an hour before it's cleared from any CDN cach

GET /api/snapshots-delete/XXXXXXX HTTP/1.1

Accept: application/json

HTTP/1.1 200

Content-Type: application/json

{"message":"Snapshot deleted. It might take an hour before it's cleared from any CDN cach

http

http

http
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Help and support

Community

Related documentation

Docs

Snapshot API

Docs

The Pipeline HTTP API

Docs

Issues snapshot in Kubernetes Monitoring

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min
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Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
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Building advanced Grafana dashboards

In this webinar, we’ll demo how to build and format Grafana dashboards.
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Library Element API

Identifier (id) vs unique identifier (uid)

The identifier (ID) of a library element is an auto-incrementing numeric value that is
unique per Grafana install.

The unique identifier (UID) of a library element uniquely identifies library elements
between multiple Grafana installs. It’s automatically generated unless you specify it during
library element creation. The UID provides consistent URLs for accessing library elements
and when syncing library elements between multiple Grafana installs.

The maximum length of a UID is 40 characters.

Get all library elements

GET /api/library-elements

Returns a list of all library elements the authenticated user has permission to view. Use
the perPage  query parameter to control the maximum number of library elements
returned; the default limit is 100. You can also use the page  query parameter to fetch
library elements from any page other than the first one.

Query parameters:

searchString : Part of the name or description searched for.

kind : Kind of element to search for. Use 1  for library panels or 2  for library variables.

sortDirection : Sort order of elements. Use alpha-asc  for ascending and alpha-desc  for
descending sort order.

typeFilter : A comma separated list of types to filter the elements by.

Library Element HTTP API

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
https://grafana.com/
https://grafana.com/


excludeUid : Element UID to exclude from search results.

folderFilter : A comma separated list of folder IDs to filter the elements by.

perPage : The number of results per page; default is 100.

page : The page for a set of records, given that only perPage  records are returned at a
time. Numbering starts at 1 .

Example Request:

Example Response:

Status Codes:

200 : Found

Copy

Copy

GET /api/library-elements?perPage=10 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "result": {

     "totalCount": 15,

     "page": 1,

     "perPage": 10

     "elements": [

        {

            "id": 25,

            "orgId": 1,

            "folderId": 0,

            "uid": "V--OrYHnz",

            "name": "API docs Example",

            "kind": 1,

            "type": "text",

            "description": "",

            "model": {...},

http

http

Expand code

 



401 : Unauthorized

Get library element by uid

GET /api/library-elements/:uid

Returns a library element with the given UID.

Example Request:

Example Response:

Status Codes:

Copy

Copy

GET /api/library-elements/V--OrYHnz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

    "result": {

      "id": 25,

      "orgId": 1,

      "folderId": 0,

      "uid": "V--OrYHnz",

      "name": "API docs Example",

      "kind": 1,

      "type": "text",

      "description": "",

      "model": {...},

      "version": 1,

      "meta": {

          "folderName": "General",

          "folderUid": "",

          "connectedDashboards": 1,

http

http

Expand code

 



200 : Found

401 : Unauthorized

404 : Library element not found

Get library element by name

GET /api/library-elements/name/:name

Returns a library element with the given name

Example Request:

Example Response:

Copy

Copy

GET /api/library-elements/name/API docs Example HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

    "result": [

        {

            "id": 25,

            "orgId": 1,

            "folderId": 0,

            "uid": "V--OrYHnz",

            "name": "API docs Example",

            "kind": 1,

            "type": "text",

            "description": "",

            "model": {...},

            "version": 1,

            "meta": {

                "folderName": "General",

http

http

Expand code

 



Status Codes:

200 : Found

401 : Unauthorized

404 : Library element not found

Get library element connections

GET /api/library-elements/:uid/connections

Returns a list of connections for a library element based on the UID specified.

Example Request:

Example Response:

Copy

Copy

GET /api/library-elements/V--OrYHnz/connections HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

    "result": [

        {

            "id": 148,

            "kind": 1,

            "elementId": 25,

            "connectionId": 527,

            "connectionUid": "dHEquNzGz",

            "created": "2021-09-27T10:00:07+02:00",

            "createdBy": {

                "id": 1,

                "name": "admin",

                "avatarUrl": "/avatar/46d229b033af06a191ff2267bca9ae56"

http

http

 



Status Codes:

200 : Found

401 : Unauthorized

404 : Library element not found

Create library element

POST /api/library-elements

Creates a new library element.

JSON Body schema:

folderId : ID of the folder where the library element is stored. It is deprecated since
Grafana v9

folderUid : Optional, the UID of the folder where the library element is stored, empty
string when it is at the root level.

name : Optional, the name of the library element.

model : The JSON model for the library element.

kind : Kind of element to create, Use 1  for library panels or 2  for library variables.

uid : Optional, the unique identifier.

Example Request:

Copy

            }

        }

POST /api/library-elements HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "uid": "nErXDvCkzz",

  "folderUid": "",

  "name": "Example library panel",

  "model": {...},

  "kind": 1

}

Expand code

http
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Example Response:

Status Codes:

200 : Created

400 : Errors (for example, name or UID already exists, invalid JSON, missing or invalid
fields, and so on).

401 : Unauthorized

403 : Access denied

Update library element

PATCH /api/library-elements/:uid

Updates an existing library element identified by uid.

JSON Body schema:

folderId : ID of the folder where the library element is stored. It is deprecated since
Grafana v9

Copy

HTTP/1.1 200

Content-Type: application/json

{

    "result": {

        "id": 28,

        "orgId": 1,

        "folderId": 0,

        "folderUid": "",

        "uid": "nErXDvCkzz",

        "name": "Example library panel",

        "kind": 1,

        "type": "",

        "description": "",

        "model": {...},

        "version": 1,

        "meta": {

            "folderName": "General",

            "folderUid": "",

http

Expand code

 



folderUid : UID of the folder where the library element is stored, empty string when it is
at the root level.

name : Name of the library element.

model : The JSON model for the library element.

kind : Kind of element to create. Use 1  for library panels or 2  for library variables.

version : Version of the library element you are updating.

uid : Optional, the unique identifier.

Example Request:

Example Response:

Copy

Copy

PATCH /api/library-elements/nErXDvCkzz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "name": "Renamed library panel",

  "kind": 1,

  "version": 1

}

HTTP/1.1 200

Content-Type: application/json

{

    "result": {

        "id": 28,

        "orgId": 1,

        "folderId": 0,

        "folderUid": "",

        "uid": "nErXDvCkzz",

        "name": "Renamed library panel",

        "kind": 1,

        "type": "",

http

http
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Status Codes:

200 : Updated

400 : Errors (for example, name or UID already exists, invalid JSON, missing or invalid
fields, and so on).

401 : Unauthorized

403 : Access denied

404 : Library element not found

412 : Version mismatch

Delete library element

DELETE /api/library-elements/:uid

Deletes an existing library element as specified by the UID. This operation cannot be
reverted.

NOTE

You cannot delete a library element that is connected. This operation cannot be
reverted.

Example Request:

Example Response:

Copy

Copy

        "description": "",

        "model": {

            "description": "",

            "type": ""

        },

DELETE /api/library-elements/nErXDvCkzz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

Expand code

http

http

 



Status Codes:

200 : Deleted

401 : Unauthorized

400 : Bad request

403 : Access denied

404 : Library element not found

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Element.selection()

HTTP/1.1 200

Content-Type: application/json

{

    "message": "Library element deleted",

    "id": 28

}
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Docs

Client libraries and SDKs

Docs

Client libraries and SDKs

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Enterprise License API
Licensing is only available in Grafana Enterprise. Read more about Grafana Enterprise.

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.

Check license availability

Note: Available in Grafana Enterprise v7.4+.

GET /api/licensing/check

Checks if a valid license is available.

Required permissions

See note in the introduction for an explanation.

Action Scope

licensing:read n/a

Licensing HTTP API

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
http://localhost:3003/latest/introduction/grafana-enterprise.pdf
http://localhost:3003/latest/administration/roles-and-permissions/access-control/custom-role-actions-scopes.pdf
https://grafana.com/
https://grafana.com/


Examples

Example request:

Example response:

Status codes:

200 - OK

Add license

NOTE

Available in Grafana Enterprise v7.4+.

POST /api/licensing/token

Applies a license to a Grafana instance.

Required permissions

See note in the introduction for an explanation.

Copy

Copy

GET /api/licensing/check

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 4

true

http

http

 



Action Scope

licensing:write n/a

Examples

Example request:

Example response:

The response is a JSON blob available for debugging purposes. The available fields may
change at any time without any prior notice.

Copy

Copy

POST /licensing/token

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{"token":"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ0aGlzIjoiaXMiLCJub3QiOiJhIiwidmFsaWQiOi

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 357

{

  "jti":"2",

  "iss":"https://grafana.com",

  "sub":"https://play.grafana.org/"

  "lid":"1",

  "included_users":15,

  "lic_exp_warn_days":30,

  "tok_exp_warn_days":2,

  "update_days":1,

  "prod":["grafana-enterprise"],

  "company":"Grafana Labs"

}

http

http

 



Status Codes:

200 - OK

400 - Bad request

500 - Internal server error (refer to server logs for more details)

Manually force license refresh

NOTE

Available in Grafana Enterprise v7.4+.

POST /api/licensing/token/renew

Manually ask license issuer for a new token.

Required permissions

See note in the introduction for an explanation.

Action Scope

licensing:write n/a

Examples

Example request:

Example response:

Copy

Copy

POST /api/licensing/token/renew

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{}

http

http

 



The response is a JSON blob available for debugging purposes. The available fields may
change at any time without any prior notice.

Status Codes:

200 - OK

401 - Unauthorized

403 - Access denied

Remove license from database

NOTE

Available in Grafana Enterprise v7.4+.

DELETE /api/licensing/token

Removes the license stored in the Grafana database.

Required permissions

See note in the introduction for an explanation.

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 357

{

  "jti":"2",

  "iss":"https://grafana.com",

  "sub":"https://play.grafana.org/"

  "lid":"1",

  "included_users":15,

  "lic_exp_warn_days":30,

  "tok_exp_warn_days":2,

  "update_days":1,

  "prod":["grafana-enterprise"],

  "company":"Grafana Labs"

}

 



Action Scope

licensing:delete n/a

Examples

Example request:

JSON Body schema:

instance – Root URL for the instance for which the license should be deleted.
Required.

Example response:

Status codes:

202 - Accepted, license removed or did not exist.

401 - Unauthorized

403 - Access denied

422 - Unprocessable entity, incorrect instance name provided.

Copy

Copy

DELETE /api/licensing/token

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{"instance": "http://play.grafana.org/"}

HTTP/1.1 202 Accepted

Content-Type: application/json

Content-Length: 2

{}

http

http

 



Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Grafana Enterprise license

Docs

Activate a Grafana Enterprise license purchased through AWS Marketplace

Docs

Activate a Grafana Enterprise license from AWS Marketplace on ECS

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Organization API
The Organization HTTP API is divided in two resources, /api/org  (current organization)
and /api/orgs  (admin organizations). One big difference between these are that the
admin of all organizations API only works with basic authentication, see Admin
Organizations API for more information.

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.

Current Organization API

Get current Organization

GET /api/org/

Required permissions

See note in the introduction for an explanation.

Action Scope

orgs:read N/A

Example Request:

Organization HTTP API

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
http://localhost:3003/latest/administration/roles-and-permissions/access-control/custom-role-actions-scopes.pdf
https://grafana.com/
https://grafana.com/


Example Response:

Get all users within the current organization

GET /api/org/users

Returns all org users within the current organization. Accessible to users with org admin
role.

Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:read users:*

Example Request:

Copy

Copy

Copy

GET /api/org/ HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "name":"Main Org."

}

GET /api/org/users HTTP/1.1

Accept: application/json

http

http

http

 



Example Response:

Get all users within the current organization (lookup)

GET /api/org/users/lookup

Returns all org users within the current organization, but with less detailed information.
Accessible to users with org admin role, admin in any folder or admin of any team. Mainly
used by Grafana UI for providing list of users when adding team members and when
editing folder/dashboard permissions.

Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:read users:*

Example Request:

Copy

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

  {

    "orgId": 1,

    "userId": 1,

    "email": "admin@localhost",

    "avatarUrl": "/avatar/46d229b033af06a191ff2267bca9ae56",

    "login": "admin",

    "role": "Admin",

    "lastSeenAt": "2019-08-09T11:02:49+02:00",

    "lastSeenAtAge": "< 1m"

  }

]

http

 



Example Response:

Updates the given user

PATCH /api/org/users/:userId

Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:write users:*

Example Request:

Copy

Copy

Copy

GET /api/org/users/lookup HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

  {

    "userId": 1,

    "login": "admin",

    "avatarUrl": "/avatar/46d229b033af06a191ff2267bca9ae56"

  }

]

PATCH /api/org/users/1 HTTP/1.1

Accept: application/json

http

http

http

 



Example Response:

Delete user in current organization

DELETE /api/org/users/:userId

Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:remove users:*

Example Request:

Example Response:

Copy

Copy

Copy

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "role": "Viewer",

}

HTTP/1.1 200

Content-Type: application/json

{"message":"Organization user updated"}

DELETE /api/org/users/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

http

http

http

 



Update current Organization

PUT /api/org

Required permissions

See note in the introduction for an explanation.

Action Scope

orgs:write N/A

Example Request:

Example Response:

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{"message":"User removed from organization"}

PUT /api/org HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "name":"Main Org."

}

HTTP/1.1 200

Content-Type: application/json

{"message":"Organization updated"}

http

http

 



Add a new user to the current organization

POST /api/org/users

Adds a global user to the current organization.

Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:add users:*

Example Request:

Example Response:

Admin Organizations API

Copy

Copy

POST /api/org/users HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "role": "Admin",

  "loginOrEmail": "admin"

}

HTTP/1.1 200

Content-Type: application/json

{"message":"User added to organization","userId":1}

http

http

 



The Admin Organizations HTTP API does not currently work with an API Token. API
Tokens are currently only linked to an organization and an organization role. They cannot
be given the permission of server admin, only users can be given that permission. So in
order to use these API calls you will have to use Basic Auth and the Grafana user must
have the Grafana Admin permission (The default admin user is called admin  and has
permission to use this API).

Get Organization by Id

GET /api/orgs/:orgId

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope

orgs:read N/A

Example Request:

Example Response:

Copy

Copy

GET /api/orgs/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "name":"Main Org.",

  "address":{

    "address1":"",

    "address2":"",

http

http

 



Get Organization by Name

GET /api/orgs/name/:orgName

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope Note

orgs:read N/A Needs to be assigned globally.

Example Request:

Example Response:

Copy

Copy

    "city":"",

    "zipCode":"",

    "state":"",

    "country":""

  }

}

GET /api/orgs/name/Main%20Org%2E HTTP/1.1

Accept: application/json

Content-Type: application/json

HTTP/1.1 200

Content-Type: application/json

{

  "id":1,

  "name":"Main Org.",

  "address":{

    "address1":"",

http

http

 



Create Organization

POST /api/orgs

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope Note

orgs:create N/A Needs to be assigned globally.

Example Request:

Note: The api will work in the following two ways

Example Response:

Copy

Need to set GF_USERS_ALLOW_ORG_CREATE=true1

Set the config value users.allow_org_create to true in ini file2

    "address2":"",

    "city":"",

    "zipCode":"",

    "state":"",

    "country":""

  }

}

POST /api/orgs HTTP/1.1

Accept: application/json

Content-Type: application/json

{

  "name":"New Org."

}

http

 



Search all Organizations

GET /api/orgs?perpage=10&page=1

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope Note

orgs:read N/A Needs to be assigned globally.

Example Request:

Note: The api will only work when you pass the admin name and password to the request
HTTP URL, like http://admin:admin@localhost:3000/api/orgs

Default value for the perpage  parameter is 1000  and for the page  parameter is 0 .

Example Response:

Copy

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{

  "orgId":"1",

  "message":"Organization created"

}

GET /api/orgs HTTP/1.1

Accept: application/json

Content-Type: application/json

http

http

http

 



Update Organization

PUT /api/orgs/:orgId

Update Organization, fields Address 1, Address 2, City are not implemented yet. Only
works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope

orgs:write N/A

Example Request:

Example Response:

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

[

  {

    "id":1,

    "name":"Main Org."

  }

]

PUT /api/orgs/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

{

  "name":"Main Org 2."

}

http

http

 



Delete Organization

DELETE /api/orgs/:orgId

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope

orgs:delete N/A

Example Request:

Example Response:

Get Users in Organization

GET /api/orgs/:orgId/users

Only works with Basic Authentication (username and password), see introduction.

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{"message":"Organization updated"}

DELETE /api/orgs/1 HTTP/1.1

Accept: application/json

HTTP/1.1 200

Content-Type: application/json

{"message":"Organization deleted"}

http

http

 



Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:read users:*

Example Request:

Note: The api will only work when you pass the admin name and password to the request
HTTP URL, like http://admin:admin@localhost:3000/api/orgs/1/users

Example Response:

Add User in Organization

POST /api/orgs/:orgId/users

Only works with Basic Authentication (username and password), see introduction.

Required permissions

Copy

Copy

GET /api/orgs/1/users HTTP/1.1

Accept: application/json

Content-Type: application/json

HTTP/1.1 200

Content-Type: application/json

[

  {

    "orgId":1,

    "userId":1,

    "email":"admin@mygraf.com",

    "login":"admin",

    "role":"Admin"

  }

]

http

http

 



See note in the introduction for an explanation.

Action Scope

org.users:add users:*

Example Request:

Example Response:

Update Users in Organization

PATCH /api/orgs/:orgId/users/:userId

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Copy

Copy

POST /api/orgs/1/users HTTP/1.1

Accept: application/json

Content-Type: application/json

{

  "loginOrEmail":"user",

  "role":"Viewer"

}

HTTP/1.1 200

Content-Type: application/json

{"message":"User added to organization", "userId": 1}

http

http

 



Action Scope

org.users:write users:*

Example Request:

Example Response:

Delete User in Organization

DELETE /api/orgs/:orgId/users/:userId

Only works with Basic Authentication (username and password), see introduction.

Required permissions

See note in the introduction for an explanation.

Action Scope

org.users:remove users:*

Example Request:

Copy

Copy

PATCH /api/orgs/1/users/2 HTTP/1.1

Accept: application/json

Content-Type: application/json

{

  "role":"Admin"

}

HTTP/1.1 200

Content-Type: application/json

{"message":"Organization user updated"}

http

http

 



Example Response:

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Grafana OnCall organizations HTTP API

Copy

Copy

DELETE /api/orgs/1/users/2 HTTP/1.1

Accept: application/json

Content-Type: application/json

HTTP/1.1 200

Content-Type: application/json

{"message":"User removed from organization"}

http

http

 

https://github.com/grafana/grafana/issues/new?title=Documentation%20feedback:%20/docs/sources/developers/http_api/org.md
mailto:docs@grafana.com
https://grafana.com/help/
https://grafana.com/community/
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http://localhost:3003/latest/administration/organization-management.pdf


Docs

Manage organizations

Docs

Organizations

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min
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release noted, many of the features and functions have been updated or replaced.
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Frontend Settings API

Get Settings

GET /api/frontend/settings

Example Request:

Example Response:

Other HTTP API

Copy

Copy

GET /api/frontend/settings HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "allowOrgCreate":true,

  "appSubUrl":"",

  "buildInfo":{

    "buildstamp":xxxxxx,

    "commit":"vyyyy",

http

http

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
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Login API

Renew session based on remember cookie

GET /api/login/ping

Example Request:

Example Response:

Health API

Returns health information about Grafana

GET /api/health

Copy

Copy

    "version":"zzzzz"

  },

  "datasources":{

    "datasourcename":{

      "index":"grafana-dash",

      "meta":{

        "annotations":true,

        "module":"plugins/datasource/grafana/datasource",

        "name":"Grafana",

GET /api/login/ping HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{"message": "Logged in"}

Expand code

http

http

 



Example Request

Example Response:

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Copy

Copy

GET /api/health

Accept: application/json

HTTP/1.1 200 OK

{

  "commit": "087143285",

  "database": "ok",

  "version": "5.1.3"

}

http

http
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Other HTTP API

Docs

Graphite HTTP API

Docs

Grafana Mimir HTTP API

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Playlist API

Search Playlist

GET /api/playlists

Get all existing playlist for the current organization using pagination

Example Request:

Querystring Parameters:

These parameters are used as querystring parameters.

query - Limit response to playlist having a name like this value.

limit - Limit response to X number of playlist.

Example Response:

Playlist HTTP API

Copy

Copy

GET /api/playlists HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

http

http

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
https://grafana.com/
https://grafana.com/


Get one playlist

GET /api/playlists/:uid

Example Request:

Example Response:

Copy

Copy

  {

    "uid": "1",

    "name": "my playlist",

    "interval": "5m"

  }

]

GET /api/playlists/1 HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

  "uid" : "1",

  "name": "my playlist",

  "interval": "5m",

  "items": [

    {

      "id": 1,

      "playlistUid": "1",

      "type": "dashboard_by_id",

      "value": "3",

      "order": 1,

      "title":"my third dashboard"

    },

    {

      "id": 2,

      "playlistUid": "1",

http

http

Expand code

 



Get Playlist items

GET /api/playlists/:uid/items

Example Request:

Example Response:

Create a playlist

POST /api/playlists/

Example Request:

Copy

Copy

"type": "dashboard by tag"

GET /api/playlists/1/items HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

[

  {

    "id": 1,

    "playlistUid": "1",

    "type": "dashboard_by_id",

    "value": "3",

    "order": 1,

    "title":"my third dashboard"

  },

  {

    "id": 2,

    "playlistUid": "1",

    "type": "dashboard_by_tag",

    "value": "myTag",

    "order": 2,

    "title":"my other dashboard"

  }

http

http

Expand code

 



Example Response:

Update a playlist

PUT /api/playlists/:uid

Example Request:

Copy

Copy

Copy

PUT /api/playlists/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

  {

    "name": "my playlist",

    "interval": "5m",

    "items": [

      {

        "type": "dashboard_by_id",

        "value": "3",

        "order": 1,

        "title":"my third dashboard"

      },

      {

        "type": "dashboard_by_tag",

        "value": "myTag",

        "order": 2,

        "title":"my other dashboard"

HTTP/1.1 200

Content-Type: application/json

  {

    "uid": "1",

    "name": "my playlist",

    "interval": "5m"

  }

http

Expand code

http

http

 



Example Response:

Copy

PUT /api/playlists/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

  {

    "name": "my playlist",

    "interval": "5m",

    "items": [

      {

        "playlistUid": "1",

        "type": "dashboard_by_id",

        "value": "3",

        "order": 1,

        "title":"my third dashboard"

      },

      {

        "playlistUid": "1",

        "type": "dashboard_by_tag",

        "value": "myTag",

HTTP/1.1 200

Content-Type: application/json

{

  "uid" : "1",

  "name": "my playlist",

  "interval": "5m",

  "items": [

    {

      "id": 1,

      "playlistUid": "1",

      "type": "dashboard_by_id",

      "value": "3",

      "order": 1,

      "title":"my third dashboard"

    },

    {

      "id": 2,

Expand code

http

Expand code

 



Delete a playlist

DELETE /api/playlists/:uid

Example Request:

Example Response:

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Copy

Copy

      "playlistUid": "1",

DELETE /api/playlists/1 HTTP/1.1

Accept: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{}

Expand code

http

http
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Docs

Playlist HTTP API

Docs

Manage playlists

Docs

Manage playlists

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:
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Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.
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Building advanced Grafana dashboards

In this webinar, we’ll demo how to build and format Grafana dashboards.
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Public Dashboard API

NOTE

If you’re running Grafana Enterprise, you’ll need to have specific permissions for some
endpoints. Refer to Role-based access control permissions for more information.

Create a public dashboard

POST /api/dashboards/uid/:uid/public-dashboards/

Creates a new public dashboard.

Required permissions

See note in the introduction for an explanation.

Action Scope

dashboards.public:write dashboards:uid:<dashboard UID>

Example Request for new public dashboard:

Public Dashboard HTTP API

Copyhttp

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
http://localhost:3003/v11.0/administration/roles-and-permissions/access-control/custom-role-actions-scopes.pdf
https://grafana.com/
https://grafana.com/


JSON Body schema:

uid – Optional. Unique identifier when creating a public dashboard. If it’s null, it will
generate a new uid.

accessToken – Optional. Unique access token. If it’s null, it will generate a new access
token.

timeSelectionEnabled – Optional. Set to true  to enable the time picker in the public
dashboard. The default value is false .

isEnabled – Optional. Set to true  to enable the public dashboard. The default value is
false .

annotationsEnabled – Optional. Set to true  to show annotations. The default value is
false .

share – Optional. Set the share mode. The default value is public .

Example Response:

Copy

POST /api/dashboards/uid/xCpsVuc4z/public-dashboards/ HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

    "uid": "cd56d9fd-f3d4-486d-afba-a21760e2acbe",

    "accessToken": "5c948bf96e6a4b13bd91975f9a2028b7",

    "timeSelectionEnabled": false,

    "isEnabled": true,

    "annotationsEnabled": false,

    "share": "public"

}

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

Content-Length: 78

{

    "uid": "cd56d9fd-f3d4-486d-afba-a21760e2acbe",

    "dashboardUid": "xCpsVuc4z",

    "accessToken": "5c948bf96e6a4b13bd91975f9a2028b7",

http

 



Status Codes:

200 – Created

400 – Errors (such as invalid json, missing or invalid fields, or dashboard is public)

401 – Unauthorized

403 – Access denied

404 – Dashboard not found

The error response body will have the following properties:

Update a public dashboard

PATCH /api/dashboards/uid/:uid/public-dashboards/:publicDashboardUid

Will update the public dashboard given the specified unique identifier (uid).

Required permissions

See note in the introduction for an explanation.

Copy

    "createdBy": 1,

    "updatedBy": 1,

    "createdAt": "2023-09-05T15:48:21-03:00",

    "updatedAt": "2023-09-05T15:48:21-03:00",

    "timeSelectionEnabled": false,

    "isEnabled": false,

    "annotationsEnabled": false,

    "share": "public"

}

HTTP/1.1 400 Bad request

Content-Type: application/json; charset=UTF-8

Content-Length: 107

{

    "statusCode": 400,

    "messageId": "publicdashboards.dashboardIsPublic",

    "message": "Dashboard is already public"

}

http

 



Action Scope

dashboards.public:write dashboards:uid:<dashboard UID>

Example Request for updating a public dashboard:

JSON Body schema:

timeSelectionEnabled – Optional. Set to true  to enable the time picker in the public
dashboard. The default value is false .

isEnabled – Optional. Set to true  to enable the public dashboard. The default value is
false .

annotationsEnabled – Optional. Set to true  to show annotations. The default value is
false .

share – Optional. Set the share mode. The default value is public .

Example Response:

Copy

Copy

PATCH /api/dashboards/uid/xCpsVuc4z/public-dashboards/cd56d9fd-f3d4-486d-afba-a21760e2acb

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

    "timeSelectionEnabled": false,

    "isEnabled": true,

    "annotationsEnabled": false,

    "share": "public"

}

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

Content-Length: 78

{

    "uid": "cd56d9fd-f3d4-486d-afba-a21760e2acbe",

http

http

 



Status Codes:

200 – Updated

400 – Errors (such as invalid json, missing or invalid fields)

401 – Unauthorized

403 – Access denied

404 – Public dashboard not found

The error response body will have the following properties:

Get public dashboard by dashboard uid

GET /api/dashboards/uid/:uid/public-dashboards/

Will return the public dashboard given the dashboard unique identifier (uid).

Required permissions

Copy

    "dashboardUid": "xCpsVuc4z",

    "accessToken": "5c948bf96e6a4b13bd91975f9a2028b7",

    "createdBy": 1,

    "updatedBy": 1,

    "createdAt": "2023-09-05T15:48:21-03:00",

    "updatedAt": "2023-09-05T15:48:21-03:00",

    "timeSelectionEnabled": false,

    "isEnabled": false,

    "annotationsEnabled": false,

    "share": "public"

}

HTTP/1.1 400 Bad request

Content-Type: application/json; charset=UTF-8

Content-Length: 107

{

    "statusCode": 400,

    "messageId": "publicdashboards.dashboardIsPublic",

    "message": "Dashboard is already public"

}

http

 



See note in the introduction for an explanation.

Action Scope

dashboards:read dashboards:uid:<dashboard UID>

Example Request:

Example Response:

Status Codes:

200 – Found

401 – Unauthorized

Copy

Copy

GET /api/dashboards/uid/xCpsVuc4z/public-dashboards/ HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

    "uid": "e71950f3-e7dd-4d1e-aa8a-a857bc5e7d64",

    "dashboardUid": "xCpsVuc4z",

    "accessToken": "dab10f3a4fbb4342a602b03079c7ed64",

    "createdBy": 1,

    "updatedBy": 1,

    "createdAt": "2023-09-05T15:48:21-03:00",

    "updatedAt": "2023-09-05T15:48:21-03:00",

    "timeSelectionEnabled": false,

    "isEnabled": false,

    "annotationsEnabled": false,

    "share": "public"

}

http

http

 



403 – Access denied

404 – Not found

Delete public dashboard by dashboard uid and public dashboard
uid

DELETE /api/dashboards/uid/:uid/public-dashboards/:publicDashboardUid

Will delete the public dashboard given the specified unique identifier (uid).

Required permissions

See note in the introduction for an explanation.

Action Scope

dashboards.public:write dashboards:uid:<dashboard UID>

Example Request:

Status Codes:

200 – Deleted

401 – Unauthorized

403 – Access denied

Get a list of all public dashboards with pagination

GET /api/dashboards/public-dashboards

Required permissions

See note in the introduction for an explanation.

Copy

DELETE /api/dashboards/uid/xCpsVuc4z/public-dashboards/cd56d9fd-f3d4-486d-afba-a21760e2ac

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

http

 



Action Scope

dashboards:read dashboards:uid:<dashboard UID>

Example Request:

Example Response:

Copy

Copy

GET /api/dashboards/public-dashboards?perpage=2&page=3 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

    "publicDashboards": [

        {

            "uid": "e9f29a3c-fcc3-4fc5-a690-ae39c97d24ba",

            "accessToken": "6c13ec1997ba48c5af8c9c5079049692",

            "title": "Datasource Shared Queries",

            "dashboardUid": "d2f21d0a-76c7-47ec-b5f3-9dda16e5a996",

            "isEnabled": true

        },

        {

            "uid": "a174f604-6fe7-47de-97b4-48b7e401b540",

            "accessToken": "d1fcff345c0f45e8a78c096c9696034a",

            "title": "Datasource with template variables",

            "dashboardUid": "51DiOw0Vz",

            "isEnabled": true

        }

http

http

Expand code

 



Was this page helpful?
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Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs
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Grafana Mimir HTTP API
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Use the HTTP API to manage alerting resources

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:
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Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.
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Building advanced Grafana dashboards

In this webinar, we’ll demo how to build and format Grafana dashboards.
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Query and resource caching API

NOTE

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.

Enable caching for a data source

POST /api/datasources/:dataSourceUID/cache/enable

Required permissions

See note in the introduction for an explanation.

Action Scope

datasources.caching:write datasources:*

Examples

Example Request:

Query and Resource Caching HTTP API

Copyhttp

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
http://localhost:3003/latest/administration/roles-and-permissions/access-control/custom-role-actions-scopes.pdf
https://grafana.com/
https://grafana.com/


Example Response:

Status codes

Code Description

200 Cache was successfully enabled for the data source

500 Unexpected error. Refer to the body and/or server logs for more details.

Disable caching for a data source

POST /api/datasources/:dataSourceUID/cache/disable

Required permissions

Copy

POST /api/datasources/jZrmlLCGka/cache/enable HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

   "message": "Data source cache enabled",

   "dataSourceID": 1,

   "dataSourceUID": "jZrmlLCGka",

   "enabled": true,

   "ttlQueriesMs": 300000,

   "ttlResourcesMs": 300000,

   "useDefaultTTL": true,

   "defaultTTLMs": 300000,

   "created": "2023-04-21T11:49:22-04:00",

   "updated": "2023-04-24T16:30:29-04:00"

}

http

 



See note in the introduction for an explanation.

Action Scope

datasources.caching:write datasources:*

Examples

Example Request:

Example Response:

Status codes

Copy

Copy

POST /api/datasources/jZrmlLCGka/cache/disable HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

   "message": "Data source cache disabled",

   "dataSourceID": 1,

   "dataSourceUID": "jZrmlLCGka",

   "enabled": false,

   "ttlQueriesMs": 300000,

   "ttlResourcesMs": 300000,

   "useDefaultTTL": true,

   "defaultTTLMs": 0,

   "created": "2023-04-21T11:49:22-04:00",

   "updated": "2023-04-24T16:30:31-04:00"

}

http

http

 



Code Description

200 Cache was successfully enabled for the data source

500 Unexpected error. Refer to the body and/or server logs for more details.

Clean cache for all data sources

POST /api/datasources/:dataSourceUID/cache/clean

Will clean cached data for all data sources with caching enabled. The dataSourceUID
specified will only be used to return the configuration for that data source.

Required permissions

See note in the introduction for an explanation.

Action Scope

datasources.caching:write datasources:*

Examples

Example Request:

Example Response:

Copy

Copy

POST /api/datasources/jZrmlLCGka/cache/clean HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

http

http

 



Status codes

Code Description

200 Cache was successfully enabled for the data source

500 Unexpected error. Refer to the body and/or server logs for more details.

Update cache configuration for a data source

POST /api/datasources/:dataSourceUID/cache

Required permissions

See note in the introduction for an explanation.

Action Scope

datasources.caching:write datasources:*

Examples

Example Request:

Copy

{

   "message": "Data source cache cleaned",

   "dataSourceID": 1,

   "dataSourceUID": "jZrmlLCGka",

   "enabled": false,

   "ttlQueriesMs": 300000,

   "ttlResourcesMs": 300000,

   "useDefaultTTL": true,

   "defaultTTLMs": 0,

   "created": "2023-04-21T11:49:22-04:00",

   "updated": "2023-04-24T16:30:31-04:00"

}

http

 



JSON Body Schema

Field name Data
type Description

dataSourceID number The ID of the data source to configure.

dataSourceUID string The UID of the data source to configure.

enabled boolean Whether or not to enable caching for this data source.

useDefaultTTL boolean
Whether the configured default TTL (Time-To-Live) should
be used for both query and resource caching, instead of the
user-specified values.

ttlQueriesMs number The TTL to use for query caching, in milliseconds.

ttlResourcesMs number The TTL to use for resource caching, in milliseconds.

Example Response:

Copy

POST /api/datasources/jZrmlLCGka/cache HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

   "dataSourceID": 1,

   "dataSourceUID": "jZrmlLCGka",

   "enabled": true,

   "useDefaultTTL": false,

   "ttlQueriesMs": 60000,

   "ttlResourcesMs": 300000,

}

HTTP/1.1 200

Content-Type: application/json

{

   "message": "Data source cache settings updated",

http

 



Status codes

Code Description

200 Cache was successfully enabled for the data source

400 Request errors (invalid json, missing or invalid fields, etc)

500 Unexpected error. Refer to the body and/or server logs for more details.

Get cache configuration for a data source

GET /api/datasources/:dataSourceUID/cache

Required permissions

See note in the introduction for an explanation.

Action Scope

datasources.caching:read datasources:*

Examples

Example Request:

Copy

   "dataSourceID": 1,

   "dataSourceUID": "jZrmlLCGka",

   "enabled": true,

   "useDefaultTTL": false,

   "ttlQueriesMs": 60000,

   "ttlResourcesMs": 300000,

   "defaultTTLMs": 300000,

   "created": "2023-04-21T11:49:22-04:00",

   "updated": "2023-04-24T17:03:40-04:00"

}

http

 



Example Response:

Status codes

Code Description

200 Cache was successfully enabled for the data source

500 Unexpected error. Refer to the body and/or server logs for more details.

Was this page helpful?

Copy

GET /api/datasources/jZrmlLCGka/cache HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

{

   "message": "Data source cache settings loaded",

   "dataSourceID": 1,

   "dataSourceUID": "jZrmlLCGka",

   "enabled": true,

   "useDefaultTTL": false,

   "ttlQueriesMs": 60000,

   "ttlResourcesMs": 300000,

   "defaultTTLMs": 300000,

   "created": "2023-04-21T11:49:22-04:00",

   "updated": "2023-04-24T17:03:40-04:00"

}

http

 



Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Redshift and Athena: Async query caching

Docs

Data source management

Docs

Monitor Memcached with Prometheus and Grafana Cloud

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana
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Query history API
This API can be used to add queries to Query history. It requires that the user is logged in
and that Query history feature is enabled in config file.

Add query to Query history

POST /api/query-history

Adds query to query history.

Example request:

Query History HTTP API

Copy

POST /api/query-history HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "datasourceUid": "PE1C5CBDA0504A6A3",

  "queries": [

    {

        "refId": "A",

        "key": "Q-87fed8e3-62ba-4eb2-8d2a-4129979bb4de-0",

        "scenarioId": "csv_content",

        "datasource": {

            "type": "testdata",

http

http://localhost:3003/latest.pdf
https://grafana.com/docs/
http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
https://grafana.com/
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JSON body schema:

datasourceUid – Data source uid.

queries – JSON of query or queries.

Example response:

Status codes:

200 – OK

400 - Errors (invalid JSON, missing or invalid fields)

401 – Unauthorized

500 – Internal error

Copy

            "uid": "PD8C576611E62080A"

        }

    }

]

}

HTTP/1.1 200

Content-Type: application/json

{

  "result": {

    "uid": "Ahg678z",

    "datasourceUid": "PE1C5CBDA0504A6A3",

    "createdBy": 1,

    "createdAt": 1643630762,

    "starred": false,

    "comment": "",

    "queries": [

      {

        "refId": "A",

        "key": "Q-87fed8e3-62ba-4eb2-8d2a-4129979bb4de-0",

        "scenarioId": "csv_content",

        "datasource": {

            "type": "testdata",

            "uid": "PD8C576611E62080A"

        }

http

Expand code

 



Query history search

GET /api/query-history

Returns a list of queries in the query history that matches the search criteria. Query
history search supports pagination. Use the limit  parameter to control the maximum
number of queries returned; the default limit is 100. You can also use the page  query
parameter to fetch queries from any page other than the first one.

Query parameters:

datasourceUid - Filter the query history for the selected data source. To perform an
“AND” filtering with multiple data sources, specify the data source parameter using the
following format: datasourceUid=uid1&datasourceUid=uid2 .

searchString – Filter the query history based on the content.

sort - Specify the sorting order. Sorting can be time-asc  or time-desc . The default is
time-desc .

onlyStarred - Search for queries that are starred. Defaults to false .

page - Search supports pagination. Specify which page number to return. Use the limit
parameter to specify the number of queries per page.

limit - Limits the number of returned query history items per page. The default is 100
queries per page.

from/to - Specifies time range for the query history search. The time can be either
epoch timestamps in milliseconds or relative using Grafana time units. For example,
now-5m.

Example request for query history search:

Example response for query history search:

Copy

Copy

GET /api/query-history?datasourceUid="PE1C5CBDA0504A6A3"&datasourceUid="FG1C1CBDA0504A6EL

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200

Content-Type: application/json

http

http

 



Status codes:

200 – OK

401 – Unauthorized

500 – Internal error

Delete query from Query history by UID

DELETE /api/query-history/:uid

Deletes the query in query history that matches the specified uid. It requires that the user
is logged in and that Query history feature is enabled in config file.

Example Request:

Example Response:

Copy

Copy

{

  "result": {

    "totalCount": 150,

    "page": 1,

    "perPage": 100

    "queryHistory":[{

    "uid": "Ahg678z",

    "datasourceUid": "PE1C5CBDA0504A6A3",

    "createdBy": 1,

    "createdAt": 1643630762,

    "starred": false,

    "comment": "",

    "queries": [

      {

        "refId": "A",

        "key": "Q-87fed8e3-62ba-4eb2-8d2a-4129979bb4de-0",

DELETE /api/query-history/P8zM2I1nz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

Expand code

http

http

 



Status codes:

200 – OK

401 – Unauthorized

500 – Internal error

Update comment of query in Query history by UID

PATCH /api/query-history/:uid

Updates comment of a query with a specific uid that is stored in the query history.

Query parameters:

comment – New comment that will be added to the specified query.

Example Request:

Example Response:

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{

    "message": "Query deleted",

    "id": 28

}

PATCH /api/query-history/P8zM2I1nz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "comment": "Debugging query",

}

HTTP/1.1 200

Content-Type: application/json

http

http

 



Status codes:

200 – OK

400 - Errors (invalid JSON, missing or invalid fields)

401 – Unauthorized

500 – Internal error

Star query in Query history

POST /api/query-history/star/:uid

Stars query in query history.

Example request:

Example response:

Copy

Copy

{

  "result": {

    "uid": "P8zM2I1nz",

    "datasourceUid": "PE1C5CBDA0504A6A3",

    "createdBy": 1,

    "createdAt": 1643630762,

    "starred": false,

    "comment": "Debugging query",

    "queries": [

      {

        "refId": "A",

        "key": "Q-87fed8e3-62ba-4eb2-8d2a-4129979bb4de-0",

        "scenarioId": "csv_content",

        "datasource": {

            "type": "testdata",

            "uid": "PD8C576611E62080A"

POST /api/query-history/star/P8zM2I1nz HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

Expand code
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Status codes:

200 – OK

401 – Unauthorized

500 – Internal error

Unstar query in Query history

DELETE /api/query-history/star/:uid

Removes stars from query in query history.

Example request:

Example response:

Copy

HTTP/1.1 200

Content-Type: application/json

{

  "result": {

    "uid": "P8zM2I1nz",

    "datasourceUid": "PE1C5CBDA0504A6A3",

    "createdBy": 1,

    "createdAt": 1643630762,

    "starred": false,

    "comment": "Debugging query",

    "queries": [

      {

        "refId": "A",

        "key": "Q-87fed8e3-62ba-4eb2-8d2a-4129979bb4de-0",

        "scenarioId": "csv_content",

        "datasource": {

            "type": "testdata",

            "uid": "PD8C576611E62080A"

        }

DELETE /api/query-history/star/P8zM2I1nz  HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

Expand code

http

 



Status codes:

200 – OK

401 – Unauthorized

500 – Internal error

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Copy

HTTP/1.1 200

Content-Type: application/json

{

  "result": {

    "uid": "P8zM2I1nz",

    "datasourceUid": "PE1C5CBDA0504A6A3",

    "createdBy": 1,

    "createdAt": 1643630762,

    "starred": false,

    "comment": "Debugging query",

    "queries": [

      {

        "refId": "A",

        "key": "Q-87fed8e3-62ba-4eb2-8d2a-4129979bb4de-0",

        "scenarioId": "csv_content",

        "datasource": {

            "type": "testdata",

            "uid": "PD8C576611E62080A"

        }

http

Expand code
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Related documentation

Docs

Preferences API

Docs

Graphite HTTP API

Docs

Grafana Mimir HTTP API

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.
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Enterprise Open source 

RBAC API

Role-based access control API is only available in Grafana Cloud or Grafana
Enterprise. Read more about Grafana Enterprise.

The API can be used to create, update, delete, get, and list roles.

To check which basic or fixed roles have the required permissions, refer to RBAC role
definitions.

Get status

GET /api/access-control/status

Returns an indicator to check if role-based access control is enabled or not.

Required permissions

Action Scope

status:accesscontrol services:accesscontrol

Example request

RBAC HTTP API

Copyhttp
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Example response

Status codes

Code Description

200 Returned a flag indicating if the role-based access control is enabled or no.

403 Access denied

404 Not found, an indication that role-based access control is not available at all.

500 Unexpected error. Refer to body and/or server logs for more details.

Create and manage custom roles

Get all roles

GET /api/access-control/roles

Gets all existing roles. The response contains all global and organization local roles, for
the organization which user is signed in.

Query Parameters:

includeHidden : Optional. Set to true  to include roles that are hidden .

Copy

GET /api/access-control/status

Accept: application/json

Content-Type: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

  "enabled": true

}

http

 



Required permissions

Action Scope

roles:read roles:*

Example request

Example response

Copy

Copy

GET /api/access-control/roles

Accept: application/json

Content-Type: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

[

    {

        "version": 3,

        "uid": "XvHQJq57z",

        "name": "fixed:reports:reader",

        "displayName": "Report reader",

        "description": "Read all reports and shared report settings.",

        "group": "Reports",

        "updated": "2021-11-19T10:48:00+01:00",

        "created": "2021-11-19T10:48:00+01:00",

        "global": false

    },

    {

        "version": 5,

        "uid": "vi9mlLjGz",

        "name": "fixed:datasources.permissions:writer",

http

http

Expand code

 



Status codes

Code Description

200 Global and organization local roles are returned.

403 Access denied

500 Unexpected error. Refer to body and/or server logs for more details.

Get a role

GET /api/access-control/roles/:uid

Get a role for the given UID.

Required permissions

Action Scope

roles:read roles:*

Example request

Example response

Copy

Copy

GET /api/access-control/roles/PYnDO3rMk

Accept: application/json

Content-Type: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

http

http

 



Status codes

Code Description

200 Role is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Create a new custom role

POST /api/access-control/roles

Creates a new custom role and maps given permissions to that role. Note that roles with
the same prefix as Fixed roles can’t be created.

Required permissions

permissions:type:delegate  scope ensures that users can only create custom roles with the
same, or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to create a custom role which
allows to do that. This is done to prevent escalation of privileges.

{

    "version": 4,

    "uid": "6dNwJq57z",

    "name": "fixed:reports:writer",

    "displayName": "Report writer",

    "description": "Create, read, update, or delete all reports and shared report setting

    "group": "Reports",

    "permissions": [

        {

            "action": "reports:delete",

            "scope": "reports:*",

            "updated": "2021-11-19T10:48:00+01:00",

            "created": "2021-11-19T10:48:00+01:00"

        },

        {

Expand code
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Action Scope

roles:write permissions:type:delegate

Example request

JSON body schema

Field Name Date Type Required Description

uid string No

UID of the role. If not present, the UID will be
automatically created for you and returned in
response. Refer to the Custom roles for more
information.

global boolean No

A flag indicating if the role is global or not. If
set to false , the default org ID of the
authenticated user will be used from the
request.

Copy

POST /api/access-control/roles

Accept: application/json

Content-Type: application/json

{

    "version": 1,

    "uid": "jZrmlLCGka",

    "name": "custom:delete:roles",

    "displayName": "custom delete roles",

    "description": "My custom role which gives users permissions to delete roles",

    "group":"My Group",

    "displayName": "My Custom Role",

    "global": false,

    "permissions": [

        {

            "action": "roles:delete",

            "scope": "permissions:type:delegate"

        }

    ]

http

Expand code
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Field Name Date Type Required Description

version number No

Version of the role. If not present, version 0
will be assigned to the role and returned in
the response. Refer to the Custom roles for
more information.

name string Yes Name of the role. Refer to Custom roles for
more information.

description string No Description of the role.

displayName string No Display name of the role, visible in the UI.

group string No The group name the role belongs to.

hidden boolean No

Specify whether the role is hidden or not. If
set to true , then the role does not show in
the role picker. It will not be listed by API
endpoints unless explicitly specified.

permissions Permission No If not present, the role will be created
without any permissions.

Permission

Field
Name

Data
Type Required Description

action string Yes Refer to Custom role actions and scopes for full list of
available actions.

scope string No
If not present, no scope will be mapped to the
permission. Refer to Custom role actions and scopes
for full list of available scopes.

Example response

Copy

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "version": 2,

    "uid": "jZrmlLCGka",

    "name": "custom:delete:create:roles",

http
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Create role validation errors

Permission validation only occurs when permission validation is enabled
( rbac.permission_validation_enabled = true ).

It has been enabled by default since Grafana 10.2.

Invalid action

The following example shows a request with an invalid action. The action
serviceaccounts.permissions:reader  is not a valid action. The valid action should be
serviceaccounts.permissions:read .

Copy

Copy

    "displayName": "custom delete create roles",

    "description": "My custom role which gives users permissions to delete and create rol

    "group":"My Group",

    "displayName": "My Custom Role",

    "global": false,

    "permissions": [

        {

            "action": "roles:delete",

            "scope": "permissions:type:delegate",

            "updated": "2021-05-13T23:19:46+02:00",

            "created": "2021-05-13T23:19:46+02:00"

POST /api/access-control/roles HTTP/1.1

Content-Type: application/json

{

"Name": "Read Service Account with id 6",

"Permissions": [

{

"action": "serviceaccounts.permissions:reader",

"scope": "serviceaccounts:uid:6"

}

]

}

Expand code

http

http

 



Invalid scope

The following example shows a request with an invalid scope. The scope
serviceaccounts:serviceaccount6  is not a valid scope for the action
serviceaccounts.permissions:read . The valid scopes for this action are * , serviceaccounts:*
and serviceaccounts:id:* .

Copy

Copy

HTTP/1.1 400 Bad Request

Content-Type: application/json

{

"extra": {

"validationError": "the provided action was not found in the list of valid action

},

"message": "Permission contains an invalid action",

"messageId": "accesscontrol.permission-invalid-action",

"statusCode": 400,

"traceID": ""

}

POST /api/access-control/roles HTTP/1.1

Content-Type: application/json

{

"Name": "Read Service Account with id 6",

"Permissions": [

{

"action": "serviceaccounts.permissions:read",

"scope": "serviceaccounts:serviceaccount6"

}

]

}

HTTP/1.1 400 Bad Request

Content-Type: application/json

{

"extra": {

"validationError": "unknown scope: serviceaccounts:serviceaccount6 for action: se

},

http

http

 



Status codes

Code Description

200 Role is updated.

400 Bad request (invalid json, missing content-type, missing or invalid fields, etc.).

403 Access denied (one of the specified permissions is not assigned to the requester)

500 Unexpected error. Refer to body and/or server logs for more details.

Update a role

PUT /api/access-control/roles/:uid

Update the role with the given UID, and its permissions. The operation is idempotent and
all permissions of the role will be replaced based on the request content. You need to
increment the version of the role with each update, otherwise the request will fail.

You can update custom  roles and basic  roles permissions. However fixed  roles cannot be
updated.

Required permissions

permissions:type:delegate  scope ensures that users can only update custom roles with the
same, or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to update a custom role which
allows to do that. This is done to prevent escalation of privileges.

Action Scope

roles:write permissions:type:delegate

"message": "Invalid scope",

"messageId": "accesscontrol.permission-invalid-scope",

"statusCode": 400,

"traceID": ""

}

 



Example request

JSON body schema

Field Name Data Type Required Description

version number Yes Version of the role. Must be incremented
for update to work.

name string Yes Name of the role.

description string No Description of the role.

displayName string No Display name of the role, visible in the UI.

group string No The group name the role belongs to.

hidden boolean No

Specify whether the role is hidden or not.
If set to true , then the role does not show
in the role picker. It will not be listed by
API endpoints unless explicitly specified.

Copy

PUT /api/access-control/roles/jZrmlLCGka

Accept: application/json

Content-Type: application/json

{

    "version": 3,

    "name": "custom:delete:write:roles",

    "displayName": "custom delete write roles",

    "description": "My custom role which gives users permissions to delete and write role

    "group":"My Group",

    "displayName": "My Custom Role",

    "global": false,

    "permissions": [

        {

            "action": "roles:delete",

            "scope": "permissions:type:delegate"

        },

        {

            "action": "roles:write",

http

Expand code

 



Field Name Data Type Required Description

permissions List of
Permissions No The full list of permissions for the role

after the update.

Permission

Field
Name

Data
Type Required Description

action string Yes Refer to Custom role actions and scopes for full list of
available actions.

scope string No
If not present, no scope will be mapped to the
permission. Refer to Custom role actions and scopes
for full list of available scopes.

Example response

Copy

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "version":3,

    "uid":"jZrmlLCGka",

    "name":"custom:delete:write:roles",

    "displayName":"custom delete write roles",

    "description":"My custom role which gives users permissions to delete and write roles

    "group":"My Group",

    "displayName": "My Custom Role",

    "permissions":[

        {

            "action":"roles:delete",

            "scope":"permissions:type:delegate",

            "updated":"2021-08-06T18:27:40+02:00",

            "created":"2021-08-06T18:27:40+02:00"

        },

        {

http

Expand code
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Update role validation errors

Permission validation only occurs when permission validation is enabled
( rbac.permission_validation_enabled = true ).

It has been enabled by default since Grafana 10.2.

For more information, refer to Create role validation errors.

Status codes

Code Description

200 Role is updated.

400 Bad request (invalid json, missing content-type, missing or invalid fields, etc.).

403 Access denied (one of the specified permissions is not assigned to the requester)

404 Role was not found to update.

500 Unexpected error. Refer to body and/or server logs for more details.

Delete a custom role

DELETE /api/access-control/roles/:uid?force=false

Delete a role with the given UID, and it’s permissions. If the role is assigned, the deletion
operation will fail, unless the force  query param is set to true , and in that case all
assignments will also be deleted.

Required permissions

permissions:type:delegate  scope ensures that users can only delete a custom role with the
same, or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to delete a custom role which
allows to do that.

Action Scope

roles:delete permissions:type:delegate

 



Example request

Query parameters

Param Type Required Description

force boolean No When set to true , the role will be deleted with all its
assignments.

global boolean No

A flag indicating if the role is global or not. If set to
false, the default org ID of the authenticated user will
be used from the request. Refer to the About RBAC
for more information.

Example response

Status codes

Code Description

200 Role is deleted.

400 Bad request (invalid json, missing content-type, missing or invalid fields, etc.).

Copy

Copy

DELETE /api/access-control/roles/jZrmlLCGka?force=true&global=false

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Role deleted"

}

http

http

 

http://localhost:3003/latest/administration/roles-and-permissions/access-control.pdf


Code Description

403 Access denied

500 Unexpected error. Refer to body and/or server logs for more details.

Create and remove user role assignments

List roles assigned to a user

GET /api/access-control/users/:userId/roles

Lists the roles that have been directly assigned to a given user. The list does not include
basic roles (Viewer, Editor, Admin or Grafana Admin), and it does not include roles that
have been inherited from a team.

Query Parameters:

includeHidden : Optional. Set to true  to include roles that are hidden .

Required permissions

Action Scope

users.roles:read users:id: <user ID>

Example request

Example response

Copy

Copy

GET /api/access-control/users/1/roles

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

http

http

 



Status codes

Code Description

200 Set of assigned roles is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

List your permissions

GET /api/access-control/user/permissions

Lists the permissions granted to the signed in user.

Required permissions

No permission is required.

Query parameters

Param Type Required Description

reloadcache boolean No A flag to reload the permission cache.

[

    {

        "version": 4,

        "uid": "6dNwJq57z",

        "name": "fixed:reports:writer",

        "displayName": "Report writer",

        "description": "Create, read, update, or delete all reports and shared report set

        "group": "Reports",

        "updated": "2021-11-19T10:48:00+01:00",

        "created": "2021-11-19T10:48:00+01:00",

        "global": false

    }

]

 



Example request

Example response

Status codes

Code Description

200 Set of assigned permissions is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

List permissions assigned to a user

GET /api/access-control/users/:userId/permissions

Copy

Copy

GET /api/access-control/user/permissions

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

  "dashboards:read": ["dashboards:uid:70KrY6IVz"],

  "dashboards:write": ["dashboards:uid:70KrY6IVz"],

  "datasources.id:read": ["datasources:*"],

  "datasources:read": ["datasources:*"],

  "datasources:explore": [""],

  "datasources:query": ["datasources:uid:grafana"],

  "datasources:read": ["datasources:uid:grafana"],

  "orgs:read": [""]

}

http

http

 



Lists the permissions granted to a given user.

Required permissions

Action Scope

users.permissions:read users:id: <user ID>

Example request

Example response

Status codes

Copy

Copy

GET /api/access-control/users/1/permissions

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

[

    {

        "action": "ldap.status:read",

        "scope": ""

    },

    {

        "action": "ldap.user:read",

        "scope": ""

    }

]

http

http

 



Code Description

200 Set of assigned permissions is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Add a user role assignment

POST /api/access-control/users/:userId/roles

Assign a role to a specific user.

For bulk updates consider Set user role assignments.

Required permissions

permissions:type:delegate  scope ensures that users can only assign roles which have same,
or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to assign a role which will
allow to do that. This is done to prevent escalation of privileges.

Action Scope

users.roles:add permissions:type:delegate

Example request

JSON body schema

Copy

POST /api/access-control/users/1/roles

Accept: application/json

Content-Type: application/json

{

    "global": false,

    "roleUid": "XvHQJq57z"

}

http

 



Field
Name

Data
Type Required Description

roleUid string Yes UID of the role.

global boolean No

A flag indicating if the assignment is global or not. If
set to false , the default org ID of the authenticated
user will be used from the request to create
organization local assignment.

Example response

Status codes

Code Description

200 Role is assigned to a user.

403 Access denied.

404 Role not found.

500 Unexpected error. Refer to body and/or server logs for more details.

Remove a user role assignment

DELETE /api/access-control/users/:userId/roles/:roleUID

Revoke a role from a user.

For bulk updates consider Set user role assignments.

Copy

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Role added to the user."

}

http

 



Required permissions

permissions:type:delegate  scope ensures that users can only unassign roles which have
same, or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to unassign a role which will
allow to do that. This is done to prevent escalation of privileges.

Action Scope

users.roles:remove permissions:type:delegate

Query parameters

Param Type Required Description

global boolean No

A flag indicating if the assignment is global or not. If
set to false , the default org ID of the authenticated
user will be used from the request to remove
assignment.

Example request

Example response

Copy

Copy

DELETE /api/access-control/users/1/roles/AFUXBHKnk

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

http

http

 



Status codes

Code Description

200 Role is unassigned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Set user role assignments

PUT /api/access-control/users/:userId/roles

Update the user’s role assignments to match the provided set of UIDs. This will remove
any assigned roles that aren’t in the request and add roles that are in the set but are not
already assigned to the user.

If you want to add or remove a single role, consider using Add a user role assignment or
Remove a user role assignment instead.

Required permissions

permissions:type:delegate  scope ensures that users can only assign or unassign roles
which have same, or a subset of permissions which the user has. For example, if a user
does not have required permissions for creating users, they won’t be able to assign or
unassign a role which will allow to do that. This is done to prevent escalation of privileges.

Action Scope

users.roles:add permissions:type:delegate

users.roles:remove permissions:type:delegate

Example request

Copy

    "message": "Role removed from user."

}

http

 



JSON body schema

Field Name Date
Type Required Description

global boolean No

A flag indicating if the assignment is global or
not. If set to false , the default org ID of the
authenticated user will be used from the
request.

roleUids list Yes List of role UIDs.

includeHidden boolean No
Specify whether the hidden role assignments
should be updated.

Example response

Status codes

Copy

PUT /api/access-control/users/1/roles

Accept: application/json

Content-Type: application/json

{

    "global": false,

    "roleUids": [

        "ZiHQJq5nk",

        "GzNQ1357k"

    ]

}

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "User roles have been updated."

}

http

 



Code Description

200 Roles have been assigned.

403 Access denied.

404 Role not found.

500 Unexpected error. Refer to body and/or server logs for more details.

Create and remove service account role assignments

List roles assigned to a service account

GET /api/access-control/users/:serviceAccountId/roles

Lists the roles that have been directly assigned to a given service account. The list does
not include basic roles (Viewer, Editor, Admin or Grafana Admin).

Query Parameters:

includeHidden : Optional. Set to true  to include roles that are hidden .

Required permissions

Action Scope

users.roles:read users:id: <service account ID>

Example request

Example response

Copy

Copy

GET /api/access-control/users/1/roles

Accept: application/json

http

http

 



Status codes

Code Description

200 Set of assigned roles is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

List permissions assigned to a service account

GET /api/access-control/users/:serviceAccountId/permissions

Lists the permissions that a given service account has.

Required permissions

Action Scope

users.permissions:read users:id: <service account ID>

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

[

    {

        "version": 4,

        "uid": "6dNwJq57z",

        "name": "fixed:reports:writer",

        "displayName": "Report writer",

        "description": "Create, read, update, or delete all reports and shared report set

        "group": "Reports",

        "updated": "2021-11-19T10:48:00+01:00",

        "created": "2021-11-19T10:48:00+01:00",

        "global": false

    }

]

 



Example request

Example response

Status codes

Code Description

200 Set of assigned permissions is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Add a service account role assignment

POST /api/access-control/users/:serviceAccountId/roles

Copy

Copy

GET /api/access-control/users/1/permissions

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

[

    {

        "action": "ldap.status:read",

        "scope": ""

    },

    {

        "action": "ldap.user:read",

        "scope": ""

    }

]

http

http

 



Assign a role to a specific service account.

For bulk updates consider Set service account role assignments.

Required permissions

permissions:type:delegate  scope ensures that users can only assign roles which have same,
or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to assign a role which will
allow to do that. This is done to prevent escalation of privileges.

Action Scope

users.roles:add permissions:type:delegate

Example request

JSON body schema

Field
Name

Data
Type Required Description

roleUid string Yes UID of the role.

global boolean No

A flag indicating if the assignment is global or not. If
set to false , the default org ID of the authenticated
user will be used from the request to create
organization local assignment.

Copy

POST /api/access-control/users/1/roles

Accept: application/json

Content-Type: application/json

{

    "global": false,

    "roleUid": "XvHQJq57z"

}

http

 



Example response

Status codes

Code Description

200 Role is assigned to a user.

403 Access denied.

404 Role not found.

500 Unexpected error. Refer to body and/or server logs for more details.

Remove a service account role assignment

DELETE /api/access-control/users/:serviceAccountId/roles/:roleUID

Revoke a role from a service account.

For bulk updates consider Set service account role assignments.

Required permissions

permissions:type:delegate  scope ensures that users can only unassign roles which have
same, or a subset of permissions which the user has. For example, if a user does not have
required permissions for creating users, they won’t be able to unassign a role which will
allow to do that. This is done to prevent escalation of privileges.

Copy

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Role added to the user."

}

http

 



Action Scope

users.roles:remove permissions:type:delegate

Query parameters

Param Type Required Description

global boolean No

A flag indicating if the assignment is global or not. If
set to false , the default org ID of the authenticated
user will be used from the request to remove
assignment.

Example request

Example response

Status codes

Code Description

200 Role is unassigned.

Copy

Copy

DELETE /api/access-control/users/1/roles/AFUXBHKnk

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Role removed from user."

}

http

http

 



Code Description

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Set service account role assignments

PUT /api/access-control/users/:serviceAccountId/roles

Update the service accounts’s role assignments to match the provided set of UIDs. This
will remove any assigned roles that aren’t in the request and add roles that are in the set
but are not already assigned to the service account.

If you want to add or remove a single role, consider using Add a service account role
assignment or Remove a service account role assignment instead.

Required permissions

permissions:type:delegate  scope ensures that users can only assign or unassign roles
which have same, or a subset of permissions which the user has. For example, if a user
does not have required permissions for creating users, they won’t be able to assign or
unassign a role which will allow to do that. This is done to prevent escalation of privileges.

Action Scope

users.roles:add permissions:type:delegate

users.roles:remove permissions:type:delegate

Example request

Copy

PUT /api/access-control/users/1/roles

Accept: application/json

Content-Type: application/json

{

    "global": false,

    "roleUids": [

        "ZiHQJq5nk",

http

 



JSON body schema

Field Name Date
Type Required Description

global boolean No

A flag indicating if the assignment is global or
not. If set to false , the default org ID of the
authenticated user will be used from the
request.

roleUids list Yes List of role UIDs.

includeHidden boolean No Specify whether the hidden role assignments
should be updated.

Example response

Status codes

Code Description

200 Roles have been assigned.

403 Access denied.

404 Role not found.

500 Unexpected error. Refer to body and/or server logs for more details.

Copy

        "GzNQ1357k"

    ]

}

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "User roles have been updated."

}

http

 



Create and remove team role assignments

List roles assigned to a team

GET /api/access-control/teams/:teamId/roles

Lists the roles that have been directly assigned to a given team.

Query Parameters:

includeHidden : Optional. Set to true  to include roles that are hidden .

Required permissions

Action Scope

teams.roles:read teams:id: <team ID>

Example request

Example response

Copy

Copy

GET /api/access-control/teams/1/roles

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

[

    {

        "version": 4,

        "uid": "j08ZBi-nk",

        "name": "fixed:licensing:reader",

        "displayName": "Licensing reader",

        "description": "Read licensing information and licensing reports.",

http

http

 



Status codes

Code Description

200 Set of assigned roles is returned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Add a team role assignment

POST /api/access-control/teams/:teamId/roles

Assign a role to a specific team.

For bulk updates consider Set team role assignments.

Required permissions

permissions:type:delegate  scope ensures that users can only assign roles which have same,
or a subset of permissions which the user has. For example, if a user does not have the
permissions required to create users, they won’t be able to assign a role that contains
these permissions. This is done to prevent escalation of privileges.

Action Scope

teams.roles:add permissions:type:delegate

Example request

Copy

        "group": "Licenses",

        "updated": "2022-02-03T14:19:50+01:00",

        "created": "0001-01-01T00:00:00Z",

        "global": false

    }

]

http

 



JSON body schema

Field Name Data Type Required Description

roleUid string Yes UID of the role.

Example response

Status codes

Code Description

200 Role is assigned to a team.

403 Access denied.

404 Role not found.

500 Unexpected error. Refer to body and/or server logs for more details.

Copy

POST /api/access-control/teams/1/roles

Accept: application/json

Content-Type: application/json

{

    "roleUid": "XvHQJq57z"

}

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Role added to the team."

}

http

 



Remove a team role assignment

DELETE /api/access-control/teams/:teams/roles/:roleUID

Revoke a role from a team.

For bulk updates consider Set team role assignments.

Required permissions

permissions:type:delegate  scope ensures that users can only unassign roles which have
same, or a subset of permissions which the user has. For example, if a user does not have
the permissions required to create users, they won’t be able to assign a role that contains
these permissions. This is done to prevent escalation of privileges.̀ ``

Action Scope

teams.roles:remove permissions:type:delegate

Example request

Example response

Status codes

Copy

Copy

DELETE /api/access-control/teams/1/roles/AFUXBHKnk

Accept: application/json

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Role removed from team."

}

http

http

 



Code Description

200 Role is unassigned.

403 Access denied.

500 Unexpected error. Refer to body and/or server logs for more details.

Set team role assignments

PUT /api/access-control/teams/:teamId/roles

Update the team’s role assignments to match the provided set of UIDs. This will remove
any assigned roles that aren’t in the request and add roles that are in the set but are not
already assigned to the user.

If you want to add or remove a single role, consider using Add a team role assignment or
Remove a team role assignment instead.

Required permissions

permissions:type:delegate  scope ensures that users can only assign or unassign roles
which have same, or a subset of permissions which the user has. For example, if a user
does not have required permissions for creating users, they won’t be able to assign or
unassign a role to a team which will allow to do that. This is done to prevent escalation of
privileges.

Action Scope

teams.roles:add permissions:type:delegate

teams.roles:remove permissions:type:delegate

Example request

Copy

PUT /api/access-control/teams/1/roles

Accept: application/json

Content-Type: application/json

http

 



JSON body schema

Field Name Date
Type Required Description

roleUids list Yes List of role UIDs.

includeHidden boolean No Specify whether the hidden role
assignments should be updated.

Example response

Status codes

Code Description

200 Roles have been assigned.

403 Access denied.

404 Role not found.

500 Unexpected error. Refer to body and/or server logs for more details.

Copy

{

    "roleUids": [

        "ZiHQJq5nk",

        "GzNQ1357k"

    ]

}

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Team roles have been updated."

}

http

 



Reset basic roles to their default

POST /api/access-control/roles/hard-reset

permissions:type:escalate  scope enables users to reset basic roles permissions. This could
result in basic roles having permissions exceedind those of callers.

Reset basic roles permissions to their default.

Required permissions

Action Scope

roles:write permissions:type:escalate

Example request

JSON body schema

Field Name Data Type Required Description

BasicRoles boolean No Option to reset basic roles permissions.

Example response

Copy

Copy

POST /api/access-control/roles/hard-reset

Accept: application/json

Content-Type: application/json

{

    "BasicRoles": true

}

http

http

 



Status codes

Code Description

200 Reset performed

500 Failed to reset basic roles

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Grafana Role-based access control (RBAC)

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

{

    "message": "Reset performed"

}
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Docs

Manage Grafana RBAC roles

Docs

Assign Grafana RBAC roles

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.

Documentation  Grafana documentation  Developers  HTTP API  Reporting API

Enterprise Open source 

Reporting API
This API allows you to interact programmatically with the Reporting feature.

The Reporting API is not stabilized yet, it is still in active development and may
change without prior notice.

Reporting is only available in Grafana Enterprise. Read more about Grafana
Enterprise.

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.

List all reports

GET /api/reports

Required permissions

See note in the introduction for an explanation.

Reporting API

http://localhost:3003/latest.pdf
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Action Scope

reports:read reports:*
reports:id:*

Example request

Example response

Copy

Copy

GET /api/reports HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 1840

[

{

"id": 2,

"userId": 1,

"orgId": 1,

"name": "Report 2",

"recipients": "example-report@grafana.com",

"replyTo": "",

"message": "Hi, \nPlease find attached a PDF status report. If you have any quest

"schedule": {

"startDate": "2022-10-02T00:00:00+02:00",

"endDate": null,

"frequency": "once",

"intervalFrequency": "",

"intervalAmount": 0,

http

http

Expand code

 



Status Codes

200 – OK

401 - Authentication failed, refer to Authentication API.

500 – Unexpected error or server misconfiguration. Refer to server logs for more
details.

Get a report

GET /api/reports/:id

Required permissions

See note in the introduction for an explanation.

Action Scope

reports:read
reports:*
reports:id:*
reports:id:1(single report)

Example request

Example response

Copy

Copy

GET /api/reports/2 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 940

http

http
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Status Codes

200 – OK

400 – Bad request (invalid report ID).

401 - Authentication failed, refer to Authentication API.

403 – Forbidden (access denied to a report or a dashboard used in the report).

404 – Not found (such report does not exist).

500 – Unexpected error or server misconfiguration. Refer to server logs for more
details.

Create a report

POST /api/reports

Required permissions

See note in the introduction for an explanation.

Action Scope

reports:create n/a

{

"id": 2,

"userId": 1,

"orgId": 1,

"name": "Report 2",

"recipients": "example-report@grafana.com",

"replyTo": "",

"message": "Hi, \nPlease find attached a PDF status report. If you have any questions

"schedule": {

"startDate": "2022-10-02T00:00:00+02:00",

"endDate": null,

"frequency": "once",

"intervalFrequency": "",

"intervalAmount": 0,

"workdaysOnly": false

Expand code
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Example request

Config JSON Body Schema

Field name Data
type Description

name string Name of the report that is used as an email subject.

recipients string Comma-separated list of emails to which to send the
report to.

replyTo string Comma-separated list of emails used in a reply-to field
of the report email.

message string Text message used for the body of the report email.

startDate string Report distribution starts from this date.

endDate string Report distribution ends on this date.

Copy

POST /api/reports HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

"name": "Report 4",

"recipients": "texample-report@grafana.com",

"replyTo": "",

"message": "Hello, please, find the report attached",

"schedule": {

"startDate": "2022-10-02T10:00:00+02:00",

"endDate": "2022-11-02T20:00:00+02:00",

"frequency": "daily",

"intervalFrequency": "",

"intervalAmount": 0,

"workdaysOnly": true,

"timeZone": "Europe/Warsaw"

},

http
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Field name Data
type Description

frequency string

Specifies how often the report should be sent. Can be
once , hourly , daily , weekly , monthly , last  or custom .

last  - schedules the report for the last day of month.

custom  - schedules the report to be sent on a custom
interval.
It requires intervalFrequency  and intervalAmount  to be
specified: for example, every 2 weeks, where 2 is an
intervalAmount  and weeks  is an intervalFrequency .

intervalFrequency string The type of the custom  interval: hours , days , weeks ,
months .

intervalAmount number custom  interval amount.

workdaysOnly string Send the report only on Monday-Friday. Applicable to
hourly  and daily  types of schedule.

timeZone string Time zone used to schedule report execution.

orientation string Can be portrait  or landscape .

layout string Can be grid  or simple .

enableDashboardUrl bool Adds a dashboard url to the bottom of the report email.

formats []string

Specified what kind of attachment to generate for the
report - csv , pdf , image .
pdf  is the default one.
csv  attaches a CSV file for each table panel.
image  embeds an image of a dashboard into the email’s
body.

dashboards []object Dashboards to generate a report for.
See “Report Dashboard Schema” section below.

Report Dashboard Schema

Field name
Data
type Description

dashboard.uid string Dashboard UID.

timeRange.from string Dashboard time range from.

timeRange.to string Dashboard time range to.

reportVariables. string Key-value pairs containing the template variables for this
report, in JSON format. If empty, the template variables from
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Field name Data
type Description

the report’s dashboard will be used.

Example response

Status Codes

200 – OK

400 – Bad request (invalid json, missing or invalid fields values, etc.).

403 - Forbidden (access denied to a report or a dashboard used in the report).

500 - Unexpected error or server misconfiguration. Refer to server logs for more
details

Update a report

PUT /api/reports/:id

Required permissions

See note in the introduction for an explanation.

Copy

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 35

{

"id": 4,

"message": "Report created"

}

http

 



Action Scope

reports:write
reports:*
reports:id:*
reports:1(single report)

Example request

See JSON body schema for fields description.

Example response

Copy

Copy

GET /api/reports HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

"name": "Updated Report",

"recipients": "example-report@grafana.com",

"replyTo": "",

"message": "Hello, please, find the report attached",

"schedule": {

"frequency": "hourly",

"timeZone": "Africa/Cairo",

"workdaysOnly": true,

"startDate": "2022-10-10T10:00:00+02:00",

"endDate": "2022-11-20T19:00:00+02:00"

},

"options": {

"orientation": "landscape",

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 28

{

http
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Status Codes

200 – OK

400 – Bad request (invalid json, missing or invalid fields values, etc.).

401 - Authentication failed, refer to Authentication API.

403 – Forbidden (access denied to a report or a dashboard used in the report).

404 – Not found (such report does not exist).

500 – Unexpected error or server misconfiguration. Refer to server logs for more
details.

Delete a report

DELETE /api/reports/:id

Required permissions

See note in the introduction for an explanation.

Action Scope

reports:delete
reports:*
reports:id:*
reports:1(single report)

Example request

Copy

"message": "Report updated"

}

GET /api/reports/6 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

http
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Example response

Status Codes

200 – OK

400 – Bad request (invalid report ID).

401 - Authentication failed, refer to Authentication API.

404 - Not found (report with this ID does not exist).

500 - Unexpected error or server misconfiguration. Refer to server logs for more
details

Send a report

POST /api/reports/email

Generate and send a report. This API waits for the report to be generated before
returning. We recommend that you set the client’s timeout to at least 60 seconds.

Required permissions

See note in the introduction for an explanation.

Action Scope

reports:send n/a

Copy

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 39

{

"message": "Report config was removed"

}

http
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Example request

JSON Body Schema

Field name Data
type Description

id string
ID of the report to send. It is the same as in the URL
when editing a report, not to be confused with the ID
of the dashboard. Required.

emails string
Comma-separated list of emails to which to send the
report to. Overrides the emails from the report.
Required if useEmailsFromReport  is not present.

useEmailsFromReport boolean Send the report to the emails specified in the report.
Required if emails  is not present.

Example response

Copy

Copy

POST /api/reports/email HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "id":"3",

  "useEmailsFromReport": true

}

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 29

{"message":"Report was sent"}

http

http

 



Status Codes

200 – Report was sent.

400 – Bad request (invalid json, missing content-type, missing or invalid fields, etc.).

401 - Authentication failed, refer to Authentication API.

403 - Forbidden (access denied to a report or a dashboard used in the report).

404 - Report not found.

500 - Unexpected error or server misconfiguration. Refer to server logs for more
details.

Get reports branding settings

GET /api/reports/settings

Returns reports branding settings that are global and used across all the reports.

Required permissions

See note in the introduction for an explanation.

Action Scope

reports.settings:read n/a

Example request

Example response

Copy

Copy

GET /api/reports/settings HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

http

http
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Status Codes

200 – OK

401 - Authentication failed, refer to Authentication API.

500 - Unexpected error or server misconfiguration. Refer to server logs for more detail

Save reports branding settings

POST /api/reports/settings

Creates settings if they don’t exist, otherwise updates them. These settings are global
and used across all the reports.

Required permissions

See note in the introduction for an explanation.

Action Scope

reports.settings:write n/a

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 181

{

"id": 1,

"userId": 1,

"orgId": 1,

"branding": {

"reportLogoUrl": "",

"emailLogoUrl": "",

"emailFooterMode": "sent-by",

"emailFooterText": "Grafana Labs",

"emailFooterLink": "https://grafana.com/"

}

}
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Example request

JSON Body Schema

Field name Data
type Description

branding.reportLogoUrl string URL of an image used as a logo on every page of
the report.

branding.emailLogoUrl string URL of an image used as a logo in the email.

branding.emailFooterMode string

Can be sent-by  or none .
sent-by  adds a “Sent by branding.emailFooterText ”
footer link to the email. Requires specifying values
in the branding.emailFooterText  and
branding.emailFooterLink  fields.
none  suppresses adding a “Sent by” footer link to
the email.

branding.emailFooterText string Text of a URL added to the email “Sent by” footer.

branding.emailFooterLink string URL address value added to the email “Sent by”
footer.

Copy

POST /api/reports/settings HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

"branding": {

"reportLogoUrl": "https://grafana.com/reportLogo.jpg",

"emailLogoUrl": "https://grafana.com/emailLogo.jpg",

"emailFooterMode": "sent-by",

"emailFooterText": "Grafana Labs",

"emailFooterLink": "https://grafana.com/"

}

}

http

 



Example response

Status Codes

200 – OK

400 – Bad request (invalid json, missing or invalid fields values, etc.).

401 - Authentication failed, refer to Authentication API.

500 - Unexpected error or server misconfiguration. Refer to server logs for more detail

Send a test email

POST /api/reports/test-email

Sends a test email with a report without persisting it in the database.

Required permissions

See note in the introduction for an explanation.

Action Scope

reports:send n/a

Example request

See JSON body schema for fields description.

Copy

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 35

{

"message": "Report settings saved"

}

http
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Example response

Status Codes

200 – OK

400 – Bad request (invalid json, missing or invalid fields values, etc.).

Copy

Copy

POST /api/reports/test-email HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{{

"name": "Report 4",

"recipients": "example-report@grafana.com",

"replyTo": "",

"message": "Hello, please, find the report attached",

"schedule": {

"startDate": "2022-10-02T10:00:00+02:00",

"endDate": "2022-11-02T20:00:00+02:00",

"frequency": "daily",

"intervalFrequency": "",

"intervalAmount": 0,

"workdaysOnly": true,

"timeZone": "Europe/Warsaw"

},

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 29

{

"message": "Test email sent"

}

http

Expand code

http

 



401 - Authentication failed, refer to Authentication API.

403 - Forbidden (access denied to a report or a dashboard used in the report).

500 - Unexpected error or server misconfiguration. Refer to server logs for more
details

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Grafana Enterprise

Docs

Configure Grafana Enterprise

Docs

Grafana Enterprise license

Related resources from Grafana Labs
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Sign up for
Grafana stack
updates

Email Subscribe

Note: By signing up, you agree to be emailed related product-
level information.

Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min

Building advanced Grafana dashboards

In this webinar, we’ll demo how to build and format Grafana dashboards.
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Important: This documentation is about an older version. It's relevant only to the
release noted, many of the features and functions have been updated or replaced.
Please view the current version.

Documentation  Grafana documentation  Developers  HTTP API  Service account HTTP API

Enterprise Open source 

Service account API

If you are running Grafana Enterprise, for some endpoints you’ll need to have specific
permissions. Refer to Role-based access control permissions for more information.
For Grafana Cloud instances, please use a Bearer token to authenticate. The
examples within this section reference Basic authentication which is for On-Prem
Grafana instances.

Search service accounts with Paging

GET /api/serviceaccounts/search?perpage=10&page=1&query=myserviceaccount

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:read n/a

Example Request:

Service account HTTP API

Copyhttp
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http://localhost:3003/v11.0.pdf
http://localhost:3003/v11.0/developers.pdf
http://localhost:3003/v11.0/developers/http_api.pdf
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Default value for the perpage  parameter is 1000  and for the page  parameter is 1 . The
totalCount  field in the response can be used for pagination of the user list E.g. if
totalCount  is equal to 100 users and the perpage  parameter is set to 10 then there are 10
pages of users. The query  parameter is optional and it will return results where the query
value is contained in one of the name . Query values with spaces need to be URL encoded
e.g. query=Jane%20Doe .

Example Response:

Create service account

POST /api/serviceaccounts

Required permissions

Copy

GET /api/serviceaccounts/search?perpage=10&page=1&query=mygraf HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

"totalCount": 2,

"serviceAccounts": [

{

"id": 1,

"name": "grafana",

"login": "sa-grafana",

"orgId": 1,

"isDisabled": false,

"role": "Viewer",

"tokens": 0,

"avatarUrl": "/avatar/85ec38023d90823d3e5b43ef35646af9",

"accessControl": {

"serviceaccounts:delete": true,

"serviceaccounts:read": true,

"serviceaccounts:write": true

}

http
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See note in the introduction for an explanation.

Action Scope

serviceaccounts:create n/a

Example Request:

Example Response:

Copy

Copy

POST /api/serviceaccounts HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

{

  "name": "grafana",

  "role": "Viewer",

  "isDisabled": false

}

HTTP/1.1 201

Content-Type: application/json

{

"id": 1,

"name": "test",

"login": "sa-test",

"orgId": 1,

"isDisabled": false,

"createdAt": "2022-03-21T14:35:33Z",

"updatedAt": "2022-03-21T14:35:33Z",

"avatarUrl": "/avatar/8ea890a677d6a223c591a1beea6ea9d2",

"role": "Viewer",

http

http

 



Get a service account by ID

GET /api/serviceaccounts/:id

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:read serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

"teams": []

}

GET /api/serviceaccounts/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

"id": 1,

"name": "test",

"login": "sa-test",

"orgId": 1,

"isDisabled": false,

"createdAt": "2022-03-21T14:35:33Z",

"updatedAt": "2022-03-21T14:35:33Z",

"avatarUrl": "/avatar/8ea890a677d6a223c591a1beea6ea9d2",

http

http

 



Update service account

PATCH /api/serviceaccounts/:id

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:write serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

"role": "Viewer",

"teams": []

}

PATCH /api/serviceaccounts/2 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

{

  "name": "test",

"role": "Editor"

}

HTTP/1.1 200

Content-Type: application/json

{

"id": 2,

"name": "test",

http

http

 



Delete service account

DELETE /api/serviceaccounts/:id

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:delete serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

"login": "sa-grafana",

"orgId": 1,

"isDisabled": false,

"createdAt": "2022-03-21T14:35:44Z",

"updatedAt": "2022-03-21T14:35:44Z",

"avatarUrl": "/avatar/8ea890a677d6a223c591a1beea6ea9d2",

"role": "Editor",

"teams": []

}

DELETE /api/serviceaccounts/2 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

http

http

 



Migrate API keys to service accounts

POST /api/serviceaccounts/migrate

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:write serviceaccounts:*

Example Request:

Example Response:

Migrate API key to service account

POST /api/serviceaccounts/migrate/:keyId

Copy

Copy

"message": "Service account deleted"

}

POST /api/serviceaccounts/migrate HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

"message": "API keys migrated to service accounts"

}

http

http

 



Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:write serviceaccounts:*

Example Request:

Example Response:

Get API key to service account migration status

GET /api/serviceaccounts/migrationstatus

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:read serviceaccounts:*

Copy

Copy

POST /api/serviceaccounts/migrate/4 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

"message": "Service accounts migrated"

}

http

http

 



Example Request:

Example Response:

Hide the API keys tab

GET /api/serviceaccounts/hideApiKeys

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:write serviceaccounts:*

Example Request:

Copy

Copy

Copy

POST /api/serviceaccounts/migrationstatus HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

"migrated": true

}

POST /api/serviceaccounts/hideApiKeys HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

http

http

http

 



Example Response:

Get service account tokens

GET /api/serviceaccounts/:id/tokens

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:read serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{

"message": "API keys hidden"

}

GET /api/serviceaccounts/2/tokens HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

[

http

http

http

 



Create service account tokens

POST /api/serviceaccounts/:id/tokens

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:write serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

{

"id": 1,

"name": "grafana",

"role": "Viewer",

"created": "2022-03-23T10:31:02Z",

"expiration": null,

"secondsUntilExpiration": 0,

"hasExpired": false

}

]

POST /api/serviceaccounts/2/tokens HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

{

"name": "grafana"

}

http

http

 



Delete service account tokens

DELETE /api/serviceaccounts/:id/tokens/:tokenId

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:write serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

HTTP/1.1 200

Content-Type: application/json

{

"id": 7,

"name": "grafana",

"key": "eyJrIjoiVjFxTHZ6dGdPSjg5Um92MjN1RlhjMkNqYkZUbm9jYkwiLCJuIjoiZ3JhZmFuYSIsImlkI

}

DELETE /api/serviceaccounts/2/tokens/1 HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

http

http

 



Revert service account token to API key

DELETE /api/serviceaccounts/:serviceAccountId/revert/:keyId

This operation will delete the service account and create a legacy API Key for the given
keyId .

Required permissions

See note in the introduction for an explanation.

Action Scope

serviceaccounts:delete serviceaccounts:id:*

Example Request:

Example Response:

Copy

Copy

"message": "API key deleted"

}

DELETE /api/serviceaccounts/1/revert/glsa_VVQjot0nijQ59lun6pMZRtsdBXxnFQ9M_77c34a79 HTTP/

Accept: application/json

Content-Type: application/json

Authorization: Basic YWRtaW46YWRtaW4=

HTTP/1.1 200

Content-Type: application/json

{

"message": "Reverted service account to API key"

}

http

http

 



Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Graphite HTTP API

Docs

Grafana Mimir HTTP API

Docs

API keys

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:
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Enterprise Open source 

Short URL API
Use this API to create shortened URLs. A short URL represents a longer URL containing
complex query parameters in a smaller and simpler format.

Create short URL

POST /api/short-urls

Creates a short URL.

Example request:

JSON body schema:

path – The path to shorten, relative to the Grafana root_url.

Example response:

Short URL HTTP API

Copy

POST /api/short-urls HTTP/1.1

Accept: application/json

Content-Type: application/json

Authorization: Bearer eyJrIjoiT0tTcG1pUlY2RnVKZTFVaDFsNFZXdE9ZWmNrMkZYbk

{

  "path": "d/TxKARsmGz/new-dashboard?orgId=1&from=1599389322894&to=1599410922894"

}

http

http://localhost:3003/latest.pdf
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http://localhost:3003/v11.0.pdf
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Status codes:

200 – Created

400 – Errors (invalid JSON, missing or invalid fields)

Was this page helpful?

Yes  No

Create a GitHub issue

Email docs@grafana.com

Help and support

Community

Related documentation

Docs

Graphite HTTP API

Docs

Copy

HTTP/1.1 200

Content-Type: application/json

{

  "uid": AT76wBvGk,

  "url": http://localhost:3000/goto/AT76wBvGk?orgId=1

}

http
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Grafana Mimir HTTP API

Docs

Use the HTTP API to manage alerting resources

Related resources from Grafana Labs
Additional helpful documentation, links, and articles:

5 Mar

Getting started with managing your metrics, logs, and traces using Grafana

In this webinar, we’ll demo how to get started using the LGTM Stack: Loki for logs, Grafana for
visualization, Tempo for traces, and Mimir for metrics.

60 min

Getting started with Grafana dashboard design

In this webinar, you'll learn how to design stylish and easily accessible Grafana dashboards that tell a
story.

60 min

Building advanced Grafana dashboards
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